Regaining access to the root account

This page is intended to make access easier for VIVO developers and maintainers. An attacker cannot use these techniques to gain access to your VIVO
installation. These techniques can only be used by someone who already has full access to your installation.

To gain access to the database, create a new root account.

® Modify the runti me. properti es file to include a root account of your choosing, and restart VIVO

root User. emai | Address = new_r oot @rydonai n. edu

® Open VIVO in the browser. You will see a warning screen like the following:

Warning

VIVO issued warnings during startup.

+  WARNING: RootUserPolicy$Setup
o runtime properties specifies ‘new_root@ mydomain.edu’ as the value for ‘rootUser.email Address’, but the system contains this root user mstead:
vivo_root@mydomain edu
o edu.comnell. mannlib.vitro.webapp.auth.policy.RootUserPolicy$Setup

+ WARNING: RootUserPolicy$Setup
o Creating root user ‘new_root@ mydomain edu
o edu.conell.mannlib.vitro. webapp.auth.policy.RootUserPolicy$Setup

+  WARNING: RootUserPolicy$Setup
& For security, it is best to delete unneeded root user accounts
e edu.comnell mannlib vitro. webapp.auth policy. RootUserPolicy3Setup

Continue

Startup trace

The full list of startup events and messages.

» INFO: ConfigurationPropertiesSetup

A Invecnees WEROINE/resmrens haild meonertice! 'viten hama' was sat to Unerflocalivivaldata’

Click Cont i nue to view the VIVO home page.
® Log in using the new root account. The first-time password for your new root account will be r oot Passwor d, and you will be asked to assign a

new password.
You now have two root accounts, and you know the password to the new one. Use the User Accounts pages to either

® Delete the old root account,

or
® Set a fresh password on the old root account and delete the new root account.
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