Configuration
DSpace System Documentation: Configuration

There are a numbers of ways in which DSpace may be configured and/or customized. This chapter of the documentation will discuss the configuration of
the software and will also reference customizations that may be performed in the chapter following.

For ease of use, the Configuration documentation is broken into several parts:

® General Configuration - addresses general conventions used with configuring not only the dspace.cfg file, but other configuration files which use
similar conventions.

® The dspace.cfg Configuration Properties File - specifies the basic dspace. cf g file settings

® Optional or Advanced Configuration Settings - contain other more advanced settings that are optional in the dspace.cfg configuration file.
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General Configuration

In the following sections you will learn about the different configuration files that you will need to edit so that you may make your DSpace installation work.
Of the several configuration files which you will work with, it is the dspace.cfg file you need to learn to configure first and foremost.

In general, most of the configuration files, namely dspace. cf g and xni ui . xconf will provide a good source of information not only with configuration
but also with customization (cf. Customization chapters)

Input Conventions

We will use the dspace.cfg as our example for input conventions used throughout the system. It is a basic Java properties file, where lines are either
comments, starting with a '#', blank lines, or property/value pairs of the form:

property.nane = property val ue

Some property defaults are "commented out". That is, they have a "#" preceding them, and the DSpace software ignores the config property. This may
cause the feature not to be enabled, or, cause a default property to be used when the software is compiled and updated.

The property value may contain references to other configuration properties, in the form ${ pr oper t y. nane}. This follows the ant convention of allowing
references in property files. A property may not refer to itself. Examples:

property. name = wordl ${other.property. nanme} nore words
property2. nane = ${dspace.dir}/rest/of/path

Property values can include other, previously defined values, by enclosing the property name in ${...}. For example, if your dspace.cfg contains:

dspace.dir = /dspace
dspace. history = ${dspace.dir}/history

Then the value of dspace.history property is expanded to be /dspace/history. This method is especially useful for handling commonly used file paths.



Update Reminder

Things you should know about editing dspace. cf g files.
It is important to remember that there are * two dspace. cf g files after an installation of DSpace.*

1. The "source" file that is found in [ dspace- sour ce] / dspace/ confi g/ dspace. cf g

2. The "runtime" file that is found in [ dspace] / confi g/ dspace. cfg
The runtime file is supposed to be the copy of the source file, which is considered the master version. However, the DSpace server and
command programs only look at the runtime configuration file, so when you are revising your configuration values, it is tempting to only edit the
runtime file. DO NOT do this. Always make the same changes to the source version of dspace. cf g in addition to the runtime file. The two files
should always be identical, since the source dspace. cf g will be the basis of your next upgrade.

To keep the two files in synchronization, you can edit your files in [ dspace- sour ce] / dspace/ conf i g/ and then you would run the following
commands:

cd [dspace-source]/dspace/target/dspace-<version>-build.dir ant update_configs

This will copy the source dspace. cf g (along with other configuration files) into the runtime ([ dspace] / confi g) directory.
You should remember that after editing your configuration file(s), and you are done and wish to implement the changes, you will need to:

® Runant -Dconfig=[dspace]/config/dspace.cfg updat e if you are updating your dspace. cf g file and wish to see the changes
appear. Follow the usual sequence with copying your webapps.

® |f you edit dspace.cfg in [dspace-source]/dspace/config/, you should then run ‘ant init_configs' in the directory [dspace-source]/dspace/target
/dspace-1.5.2-build.dir so that any changes you may have made are reflected in the configuration files of other applications, for example Apache.
You may then need to restart those applications, depending on what you changed.

The dspace. cf g Configuration Properties File

The primary way of configuring DSpace is to edit the dspace.cfg. You will definitely have to do this before you can run DSpace properly. dspace.cfg
contains basic information about a DSpace installation, including system path information, network host information, and other like items. To assist you in
this endeavor, below is a place for you to write down some of the preliminary data so that you may facilitate faster configuration.

Server IP:

Host Name (Server name):
dspace.url:
Administrator's email:
handle prefix:
assetstore directory:
SMTP server:

The dspace.cfg file

Below is a brief "Properties" table for the dspace.cfg file and the documented details are referenced. Please refer to those sections for the complete details
of the parameter you are working with.

Property Ref. Sect.

Basic Information
6.3.2
dspace. dir
dspace. host nane
dspace. baseUr|
dspace. url
dspace. oai . ur
dspace. nane

Database Settings
4.230r6.3.3
db. nane
db. url
db. driver
db. user nane
db. password

Advanced Database Configuration



db. schema

db. maxconnecti on
db. maxwai t

db. maxi dl e

db. st at enent poo
db. pool nane

Email Settings

mai | . server

mai | . server. user nanme
mai | . server. password
mei | . server. port

mai | . from addr ess

f eedback. r eci pi ent
mai | . adm n

al ert.recipient
registration.notify
mai | . char set

mai | . allowed.referrers
mei | . extraproperties
mai | . server. di sabl ed

File Storage

assetstore.dir
[assetstore.dir.1
assetstore.dir.2
asset store.incom ng]

SRB File Storage

srb. hosts. 1

srb.port.1

srb. ncat zone. 1

srb. ndasdomai nnane. 1

srb. defaul t st orageresource. 1
srb. usernane. 1

srb. password. 1

srb. honedirectory. 1
srb.parentdir.1

Logging Configuration

log.init.config
log.dir
usePr oxi es

Search Settings

search.dir

sear ch. max- cl auses

search. anal yzer

sear ch. oper at or

sear ch. maxfi el dl engt hsear ch. i ndex. n
search.index. 1

Handle Settings

6.3.3

6.3.4

6.3.5

6.3.6

6.3.7

6.3.8



handl e. prefix
handl e. di r

Delegation Administration : Authorization System Configuration

core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. authori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. authori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. authori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. authori zati on.
core. aut hori zati on.
core. aut hori zati on.
core. aut hori zati on.

Stackable Authentication Methods

pl ugi n. sequence. org

conmmuni ty- adm
conmuni ty-adm
conmmuni ty- adm
conmmuni ty-adm
communi t y-adm
conmmuni ty- adm
conmmuni ty-adm
conmmuni ty- adm
conmmuni ty- adm
conmmuni ty-adm
conmmuni ty- adm
conmmuni ty-adm
communi t y-adm
conmmuni ty- adm
conmmuni ty-adm
conmmuni ty- adm
col | ecti on-adm
col | ecti on-adm
col | ecti on-adm
col | ecti on-adm
col | ecti on-adm

col | ecti on-adm
col | ection-adm
col | ecti on-adm
col | ecti on-adm

n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.
n.

cr eat e- subel enent

del et e- subel enent
policies

adm n- group

col l ection. policies
collection.tenplate-item
coll ection.submitters
col | ecti on. wor kf | ows
col | ecti on. adm n-group
itemdel ete

itemw t hdraw
itemreinstatiate
itempolicies
itemcreate-bitstream
item del ete-bitstream
itemadmn.cc-1icense
.policies
.tenplate-item
.subnmitters

. wor kf | ows

.adm n- group

.itemw t hdraw
.itemreinstatiate
.itempolicies
.itemcreate-bitstream

n
n
n
n
n
collection-admn.itemdel ete
n
n
n
n
n

col | ection-admi n.itemdel ete-bitstream
coll ection-adm n.itemadm n.cc-1license
item adm n. policies

item adm n.create-bitstream

item adm n. del et e-bitstream

itemadm n.cc-1icense

. dspace. aut henti cat e. Aut henti cati onMet hod

Shibboleth Authentication Settings

aut henti cation.shib
aut hentication.shib
aut henti cation.shib
aut henti cation.shib
aut hentication.shib
aut hentication.shib
aut henti cation.shib
aut hentication.shib
aut henti cation.shib

Password Authentication Options

aut henti cati on. pass
password. | ogi n.

X.509 Certificate Authentication

. emai | - header

. firstnanme- header

. | ast nanme- header

.emai | -use-tontat - renot e- user
.autoregi ster

. rol e- header

.default-roles

.rol e. Seni or\ Researcher
.role.Librarian

wor d. domai n. valid
speci al group

6.3.9

6.3.10

6.3.11

6.3.11.1

6.3.11.2



aut henti cati on. x509

aut henti cati on. x509
aut henti cati on. x509
aut henti cati on. x509
aut henti cati on. x509
aut henti cati on. x509

IP-based Authentication

authentication.ip. GROUPNAME

LDAP Authentication

| dap. enabl e

| dap. provider _url

| dap.id_field

| dap. obj ect _cont ext

| dap. sear ch_cont ext

| dap. emai |l _field

| dap. surnane_field

| dap. gi vennane_fiel d
| dap. phone_field
webui . | dap. aut or egi st er
| dap. | ogi n. speci al group

Hierarchical LDAP Settings:

| dap. search_scope
| dap. sear ch. user
| dap. netid_emai |l _domain

Restricted Item Visibility Settings

. keystore. path

keyst or e. password
keystore.cert

keyst ore. aut or egi st er
chooser.title. key
chooser . uri

harvest.includerestricted.rss
harvest.includerestricted. oa
harvest . includerestricted. subscription

Proxy Settings

htt p. proxy. host
http. proxy. port

Media Filter--Format Filter Plugin Settings

filter.plugins
pl ugi n. naned. or g. dspace. app. nedi afilter. FormatFil ter

filter.
filter
filter.
filter
filter.

org. dspace
.org. dspace
org. dspace
.org. dspace
org. dspace

Custom settings for PDFFilter

app. nedi afilter. PDFFil ter.inputFormats
app. medi afilter. HTM.Fil ter.input Formats
app. medi afilter. WrdFilter.inputFormats
app. nedi afilter.JPEGFi | ter.inputFormats
app. nedi af il ter. BrandedPrevi ewd PEGFi | t er. i nput For mat s

pdffilter.largepdfsdffilter.skiponnenoryexception

Crosswalk and Packager Plugin Settings (MODS, QDC, XSLT, etc.)

6.3.11.3

6.3.11.5

6.3.11.6

6.3.11.6

6.3.12

6.3.13

6.3.14

6.3.14



crosswal k.
crosswal k.
crosswal k.

crosswal k. gqdc
crosswal k. qdc

crosswal k. qdc

crosswal k. gqdc

mets.
nmets.
mets.

pl ugi
pl ugi
pl ugi
pl ugi

pl ugi
pl ugi

nods. properties. MODS
nods. properties. nods
subni ssi on. MODS. st yl esheet

nanmespace. QDC. dc
nanmespace. QDC. dct er ns

. schemaLocati on. @C

properties. QDC

subni ssi on. cr osswal k. DC
subni ssi on. preserveMani f est
subni ssi on. useCol | ecti onTenpl ate

n. nanmed. org
n. narmed. org

. naned. org
. sel fnaned
. hamed. org
. sel f naned

Event System Configuration

event.
event.
event.
event.
event.
event.
event.
event.

event

event.

event

event.

event

event.

.consuner

.consuner

consuner.

consuner .
.consuner.
consuner .

di spat cher. defaul t.cl ass

di spat cher. def aul t. consumners
di spat cher. noi ndex. cl ass

di spat cher. noi ndex. consuners
consuner
consuner
consuner
consuner

search. cl ass
search.filters
browse. cl ass
browse.filters

. eperson. cl ass
eperson.filters

. harvester.cl ass
harvester.filters
test.class
test.filters

t est Consuner. ver bose

Embargo Settings

enbargo. field.
enbargo. field.
enbargo. field.
plugin.single
pl ugi n. singl e

Checksum Checker

terns

lift

open

or g. dspace. embar go. Enbar goSet t er
or g. dspace. enbar go. Enbar goLi ft er

pl ugi n. si ngl e. org. dspace. checker . Bi t sr eanDi spat cher
checker.retention. default
checker . retenti on. CHECKSUM MATCH

Item Export and Download Settings

dspace. content. crosswal k. I ngesti onCr osswal k

org. dspace. content. crosswal k. | ngesti onCr osswal k
dspace. cont ent. crosswal k. Di ssem nati onCr osswal k
org. dspace. content. crosswal k. Di ssem nati onCr osswal k

. dspace. cont ent . packager . PackageDi sseni nat or
dspace. cont ent . packager . Packagel ngest er

6.3.15.1

6.3.15

6.3.15.4

6.3.15.5

6.3.16

6.3.17

6.3.18



org. dspace. app. i tenexport.work.dir

or g. dspace. app. i t enexport. downl oad. di r
org. dspace. app.itenexport.life.span. hours
or g. dspace. app. i t enexport. max. si ze

Subscription Email Option

eperson. subscri ption. onl ynew

Bulk (Batch) Metadata Editing

bul kedi t . val uesepar at or
bul kedi t. fi el dseparat or
bul kedit.gui-itemlimt
bul kedi t . i gnor e- on- export

Hide Item Metadata Fields Setting

net adat a. hi de. dc. descri pti on. provenance

Submission Process

webui
webui

webui
webui

.subni t. bl ockt heses
.subm t. upl oad. required

.subnit.enabl e-cc
.submit.cc-jurisdiction

Settings for Thumbnail Creation

webui
webui
webui
webui
webui

. browse. t hunbnai | . show

. browse. t hunbnai | . max. hei ght

. browse. t hunbnai | . max. wi dt h
.itemthunbnail.show

. browse. t hunbnai I . I i nkbehavi our

t hunbnai | . maxwi dt h
t hunbnai | . maxhei ght

Settings for Item Preview

webui
webui
webui
webui
webui
webui
webui
webui
webui

. previ ew. enabl ed

. previ ew. maxwi dt h

. previ ew. maxhei ght

. previ ew. brand

. previ ew. brand. abbr ev

. previ ew. brand. hei ght

. previ ew. brand. f ont

. previ ew. brank. f ont poi nt
. previ ew. dc

Settings for Content Count/Strength Information

webui
webui

. strengt hs. show
.strengths. cache

Browse Configuration

6.3.19

6.3.20

6.3.21

6.3.22

6.3.23

6.3.24

6.3.25

6.3.25

6.3.25



webui . bro
webui .ite

webui . br o

webui .
webui .
webui .

plugin

wse. i ndex. n
nist.sort-option.n

wse. nedat a. case-i nsensitive

br owse. val ue_col ums. max

br owse. sort _col ums. max

br owse. val ue_col ums. om ssi on_nark

. named. or g. dspace. sort. Or der For mat Del egat e

Multiple Metadata Value Display

webui .
webui .

browse. aut hor-field
browse. aut hor-1imt

Other Browse Contexts

webui . bro

wse. | i nk.n

Recent Submission

recent
recent
plugin
plugin

Submission

. submi ssion. sort-option

. subm ssi ons. count

. sequence. or g. dspace. pl ugi n. Conmruni t yHonePr ocessor
. sequence. or g. dspace. pl ugi n. Col | ecti onHonePr ocessor

License Substitution Variables

pl ugi n. naned. or g. dspace. content. | i cense. Li censeAr gunent For mat t er

Syndication

webui
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui

Feed (RSS) Settings

.feed. enabl e
.feed.itens

.feed. cache. si ze
.cache. age

.feed. formats

.feed. | ocalresol ve
.feed.itemtitle
.feed.itemdate
.feed.itemdescription
.feed.item aut hor
.feed.itemdc.creator
.feed.itemdc. date
.feed.itemdc. description
.feed.logo.url

OpenSearch Settings

websvc.
websvc.
websvec.
websvc.

websvc

websvc.

websvc

websvc.
websvc.
websvc.
websvec.
websvc.

opensear ch. enabl e
opensear ch. ui cont ext
opensear ch. svccont ext
opensear ch. aut ol i nk
.opensearch.validity
opensear ch. short nane

. opensear ch. | ongnanme
opensear ch. descri ption
opensear ch. f avi conur
opensear ch. sanpl equery
opensear ch. t ags
opensearch. formats

Content Inline Disposition Threshold

6.3.26

6.3.26
6.3.26.3
6.3.26.4

6.3.27

6.3.28

6.3.29

6.3.30

6.3.31

6.3.32



webui . cont ent _di sposi tion_threshol d
xm ui . cont ent _di sposi tion_threshol d

Multifile HTML Settings

webui . ht m . max- dept h- guess
xm ui . ht m . max- dept h- guess

Sitemap Settings

sitemap. dir
si temap. engi neurl s

Authority Control Settings

pl ugi
pl ugi

n. naned. or g. dspace. cont ent. aut hori ty. Choi ceAut hority

n. sel f naned. or g. dspace. cont ent . aut hori ty. Choi ceAut hority

| cname. url

sher pa.

romeo. url

aut hority. m nconfidence
xm ui . | ookup. sel ect. si ze

JSPUI Upload File Settings

upl oad. tenp.dir

upl oad. max

JSP Web Interface Settings

webui . i tendi spl ay. def aul t

webui
webui
webui
webui
pl ugi
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui
webui

.resol ver.
.resol ver.
.resol ver.
.resol ver.

1.urn
1. baseurl
2.urn
2. baseur|

n.single.org. dspace. app. webui . util. Styl eSel ecti on
.itendisplay.thesis.collections
.itendi spl ay. netadata-style

Jitemist.
Jitemist.
itemist.
Jitemist.
Jitemist.
Jitemist.
Jitemist.
Litemist.
itemist.

col ums

wi dt hs

br owse. <<i ndex nane>.sort.<sort nanme>.col ums
sort<sort nane>.col ums

br owse. <br owse name>. col ums

<sort or index name>.col ums

dat eaccessi oned. col ums

dat eaccessi oned. wi dt hs

tabl ewi dth

JSPUI i18n Locales / Languages

defaul t.

l ocal e

JSPUI Additional Configuration for ltem Mapper

i t enmap. aut hor . i ndex

JSPUI MyDSpace Display of Group Membership

webui . nydspace. showgr oupnmenber shi p

JSPUI SFX Server Setting

sfx.server.url

JSPUI Item Recommendation Settings

6.3.33

6.3.34

6.3.35

6.3.36

6.3.37

6.3.38

6.3.39

6.3.40

6.3.41

6.3.42



. 6.3.43
webui . suggest . enabl e

webui . suggest . | oggedi nusers. only

JSPUI Controlled Vocabulary Settings

webui . control | edvocabul ary. enabl e 6.3.44
JSPUI Session Invalidation

webui . sessi on.invalidate 6.3.45

XMLUI Settings (Manakin)

6.3.46
xm ui . supported. | ocal es
xm ui . force.ss
xm ui . user.registration
xm ui . user . edi t ret adat a
xm ui . user. assunel ogi n
xm ui . user. | ogi ndi rect
xm ui . thene. al | owoverri des
xm ui . bundl e. upl oad
xm ui . communi ty-1ist.render. ful
xm ui . conmuni ty-1ist.cache
xm ui . bitstream nods
xm ui . bitstreamnets
xm ui . googl e. anal yti cs. key
xm ui . control panel . activity. max
xm ui . control panel . activity.ipheader
OAI-PMH Specific Configurations
5.2.47
oai . di dl . maxr esponse
oai . nets. hi de- provenance
SWORD Specific Configurations
6.4.6

nmet s. submi ssi on. cr osswal k. EPDCX
crosswal k. subni ssi on. SWORD. st yl esheet
swor d. deposi t. url

swor d. servi cedocunent . url

swor d. nedi a- | i nk. url

sword. generator. url

swor d. updat ed. field

sword. slug.field

swor d. accept - packagi ng. METSDSpaceSI P. i denti fier
swor d. accept - packagi ng. METSDSpaceSI P. q
swor d. accept s

swor d. expose-itens

swor d. expose- conmuni ti es

swor d. nex- upl oad- si ze

swor d. keep- ori gi nal - package

swor d. bundl e. nanme

sword. i dentify-version

swor d. on- behal f - of . enabl e

OAI-ORE Harvester Configurations



) 6.3.48
harvest er. oai . net adat af or mat s. dc

har vest er. oai . net adat af or mat s. qdc
harvest er. oai . met adat af ormat s. di m
harvester. autoStart

harvest er. ti nePaddi ng

har vest er. har vest Fr equency

har vest er. m nHear t beat

har vest er. naxHear t beat

harvest er. t hr eadTi neout

har vest er. unknownFi el d

har vest er. unknownSchena
ore.authoritative. source

har vest er. accept edHandl eSer ver
harvester. rej ect edHandl ePrefi x

SOLR Statistics Configurations
6.3.49
sol r.l og. server
sol r.dbfilesolr.resol ver.tinmeout
statistics.itemauthorization.adm nsolr.statistics.|ogBots
solr.statistics.query.filter.spiderlP
solr.statistics.query.filter.isBot
solr.spiderips.urls

Main DSpace Configurations

Property dspace. dir

Exampl | /dspace
e
Value:

Informat = Root directory of DSpace installation. Omit the trailing '/'. Note that if you change this, there are several other parameters you will probably want to change to
ional match, e.g. assetstore.dir .
Note:

Property = dspace. host nane

Exampl @ dspace. hostnane = dspace. nmysu. edu
e
Value:

Informat = Fully qualified hostname; do not include port number.
ional
Note:

Property ' dspace. baseUr |

Exampl [http://dspacetest. nyu. edu: 8080]
e
Value:

Informat = Main URL at which DSpace Web Ul webapp is deployed. Include any port number, but do not include the trailing '/ *.
ional
Note:

Property = dspace. url

Exampl dspace.url = ${dspace. baseUrl}/jspui
e
Value:

Informat = DSpace base URL. URL that determines whether JSPUI or XMLUI will be loaded by default. Include port number etc., but NOT trailing slash. Change to / xni ui
ional if you wish to use the xmlui (Manakin) as the default, or remove "/ j spui " and set webapp of your choice as the "ROOT" webapp in the servlet engine.
note

Property = dspace. oai . url
Exampl | dspace.oai.url = ${dspace. baseUrl}/oai

e
Value:



Informat = The base URL of the OAI webapp (do not include /request).

ional
note:

Property | dspace. name

Exampl = dspace.nane = DSpace at My University

e
Value:

Informat = Short and sweet site name, used throughout Web Ul, e-mails and elsewhere (such as OAI protocol)

ional
Note:

DSpace Database Configuration

Many of the database configurations are software-dependent. That is, it will be based on the choice of database software being used. Currently, DSpace
properly supports PostgreSQL and Oracle.

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

Information
al Note:

Property:

Example
Value:

db. name

db. name = postgres

Both post gr es or or acl e are accepted parameters.

db. url

db.url = jdbc: postgresql://1ocal host: 5432/ dspace_-services

The above value is the default value when configuring with PostgreSQL. When using Oracle, use this value: j bdc. or acl e. t hi n: @/ host : port
/ dspace

db. user name

db. usernane = dspace

In the installation directions, the administrator is instructed to create the user "dspace" who will own the database "dspace".

passwor d

password = dspace5

This is the password that was prompted during the installation process (cf. 3.2.3. Installation)

db. schema

db. schema = vra

If your database contains multiple schemas, you can avoid problems with retrieving the definitions of duplicate objects by specifying the schema name here
that is used for DSpace by uncommenting the entry. This property is optional.

db. maxconnecti ons

db. maxconnections = 30

Maximum number of Database connections in the connection pool

db. maxwai t

db. maxwai t = 5000

Maximum time to wait before giving up if all connections in pool are busy (in milliseconds).

db. maxi dl e

db.mexidle = -1

Maximum number of idle connections in pool. (-1 = unlimited)

db. st at enent pool

db. st at ement pool = true



Information = Determines if prepared statement should be cached. (Default is set to true)

al Note:

Property: db. pool nanme

Example db. pool nanme = dspacepool
Value:

Information = Specify a name for the connection pool. This is useful if you have multiple applications sharing Tomcat's database connection pool. If nothing is specified, it
al Note: will default to 'dspacepool’

DSpace Email Settings
The configuration of email is simple and provides a mechanism to alert the person(s) responsible for different features of the DSpace software.

Proper | nail . server

ty:

Examp nuil.server = sntp.ny.edu
le
Value:

Inform | The address on which your outgoing SMTP email server can be reached.
ational
Note:

Proper | mai | . server. user nane
ty:

Examp | mail.server.usernane = nyusernane
le
Value:

Inform |~ SMTP mail server authentication username, if required. This property is optional.
ational
Note:

Proper  nui | . server. password
ty:

Examp nuil.server. password = nypassword
le
Value:

Inform = SMTP mail server authentication password, if required. This property is optional/
ational
Note:

Proper muil.server. port

ty:

Examp nail.server.port = 25
le
Value:

Inform | The port on which your SMTP mail server can be reached. By default, port 25 is used. Change this setting if your SMTP mailserver is running on another port.
ational | This property is optional.
Note:

Proper nmuil.from address
ty:

Examp nuil.from address = dspace-norepl y@ryu. edu
le
Value:

Inform | The "From" address for email. Change the 'myu.edu'’ to the site's host name.
ational
Note:

Proper  feedback. reci pi ent

ty:

Examp | f eedback. reci pi ent = dspace- hel p@wyu. edu
le
Value:

Inform | When a user clicks on the feedback link/feature, the information will be send to the email address of choice. This configuration is currently limited to only one
ational ' recipient.

Note:

Proper | mail.admn

ty:

Examp nuil.adm n = dspace- hel p@wyu. edu
le

Value:



Inform
ational
Note:

Proper
ty:

Examp
le
Value:

Inform
ational
Note:

Proper

ty:

Examp
le
Value:

Inform
ational
Note:

Proper
ty:

Examp
le
Value:

Inform
ational
Note:

Proper

ty:

Examp
le
Value:

Inform
ational
Note:

Proper
ty:

Examp
le
Value:

Inform
ational
Note:

Proper
ty:

Examp
le
Value:

Inform
ational
Note:

Proper
ty:

Examp
le
Value:

Inform
ational
Note:

Email address of the general site administrator (Webmaster)

al ert.recipient

al ert.recipient = john.doe@ryu. edu

Enter the recipient for server errors and alerts. This property is optional.

registration.notify

registration.notify = mke.smth@uyu. edu

Enter the recipient that will be notified when a new user registers on DSpace. This property is optional.

mai | . char set

mai | . charset = UTF-8

Set the default mail character set. This may be over-ridden by providing a line inside the email template 'charset: <encoding>', otherwise this default is used.

mai | . allowed.referrers

mai | . al l oned. referrers = | ocal host

A comma separated list of hostnames that are allowed to refer browsers to email forms. Default behavior is to accept referrals only from dspace.hostname. This
property is optional.

mai | . extraproperties

mai | . extraproperties = mail.sntp.socketFactory. port=465, \
mai | . snt p. socket Fact ory. cl ass=j avax. net. ssl . SSLSocket Factory, \
mai | . st p. socket Fact ory. fal | back=f al se

If you need to pass extra settings to the Java mail library. Comma separated, equals sign between the key and the value. This property is optional.

mai | . server. di sabl ed

mai | . server.disabled = fal se

An option is added to disable the mailserver. By default, this property is set to 'f al se'. By setting value to 't r ue', DSpace will not send out emails. It will instead
log the subject of the email which should have been sent. This is especially useful for development and test environments where production data is used when
testing functionality. This property is optional.

def aul t. | anguage

defaul t. | anguage = en_US

If no other language is explicitly stated in the input-forms.xml, the default language will be attributed to the metadata values.

Wording of E-mail Messages



Sometimes DSpace automatically sends e-mail messages to users, for example, to inform them of a new work flow task, or as a subscription e-mail alert.
The wording of emails can be changed by editing the relevant file in [ dspace] / conf i g/ emai | s . Each file is commented. Be careful to keep the right
number 'placeholders’ (e.g.{2}).

Note: You should replace the contact-information "dspace- hel p@ryu. edu or call us at xxx-555-xxxx" with your own contact details in:
confi g/ emai | s/ change_passwor d
config/enuils/register

File Storage

DSpace supports two distinct options for storing your repository bitstreams (uploaded files). The files are not stored in the database in which Metadata,
user information, ... are stored. An assetstore is a directory on your server, on which the bitstreams are stored and consulted afterwards. The usage of
different assetstore directories is the default "technique" in DSpace. The parameters below define which assetstores are present, and which one should be
used for newly incoming items. As an alternative, DSpace can also use SRB (Storage Resource Brokerage) as an alternative. See SRB File Storage for
details regarding SRB.

Propert  assetstore.dir
y:

Examp | assetstore.dir = ${dspace.dir}/assetstore
le
Value:

Inform | This is Asset (bitstream) store number 0 (Zero). You need not place your assetstore under the /dspace directory, but may want to place it on a different logical
ational = volume on the server that DSpace resides. So, you might have something like this: asset store. dir = /storevgn assestore .
Note:

Propert .
y: assetstore.dir.1
assetstore.dir.2
Examp .
le assetstore.dir.1l = /second/ assetstore
Value: assetstore.dir.2 = /third/ assetstore

Inform | This property specifies extra asset stores like the one above, counting from one (1) upwards. This property is commented out (#) until it is needed.
ational
Note:

Propert  assetstore.incom ng
y:
Examp | assetstore.incoming = 1

le
Value:

Inform  Informational Note: Specify the number of the store to use for new bitstreams with this property. The default is 0 (zero) which corresponds to the ‘assestore.dir'
ational = above. As the asset store number is stored in the item metadata (in the database), always keep the assetstore numbering consistent and don't change the
Note: asset store number in the item metadata.

Be Careful

Ing’gexamples above, you can see that your storage does not have to be under the / dspace directory. For the default installation it needs to reside on
the same server (unless you plan to configure SRB (see below)). So, if you added storage space to your server, and it has a different logical volume/name
/directory, you could have the following as an example:

assetstore.dir = /storevgni assetstore
assetstore.dir.1l = /storevgnR/ assetstore
assetstore.inconing =1

Please Note: When adding additional storage configuration, you will then need to uncomment and declare assestore. i ncomng = 1

SRB (Storage Resource Brokerage) File Storage

An alternate to using the default storage framework is to use Storage Resource Brokerage (SRB). This can provide a different level of storage and disaster
recovery. (Storage can take place on storage that is off-site.) Refer to http://www.sdsc.edu/srb/index.php/Main_Page for complete details regarding SRB.

The same framework is used to configure SRB storage. That is, the asset store number (0..n) can reference a file system directory as above or it can
reference a set of SRB account parameters. But any particular asset store number can reference one or the other but not both. This way traditional and
SRB storage can both be used but with different asset store numbers. The same cautions mentioned above apply to SRB asset stores as well. The
particular asset store a bitstream is stored in is held in the database, so don't move bitstreams between asset stores, and do not renumber them.

Prope | srb. hosts. 1
rty:


http://www.sdsc.edu/srb/index.php/Main_Page

Exam

ple
value:

Prope
rty:

Exam

ple
value:

Prope
rty:

Exam

ple
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Infor
matio
nal
Note:

Prope
ry:

Exam

ple
Value

Infor
matio
nal
Note:

Prope
rty:

Exam

ple
Value

Infor
matio
nal
Note:

Prope
rty:

Exam

ple
Value

Infor
matio
nal
Note:

Prope
rty:

Exam

ple
Value

Infor
matio
nal
Note:

Prope
rty:

Exam

ple
Value

Infor
matio
nal
Note:

srb. hosts. 1 = nysrbntat host. myu. edu

srb.port.1

srb.port.1 = 5544

srb. ncat zone. 1

srb. ncatzone. 1 = nysrbzone

Your SRB Metadata Catalog Zone. An SRB Zone (or zone for short) is a set of SRB servers 'brokered' or administered through a single MCAT. Hence a zone
consists of one or more SRB servers along with one MCAT-enabled server. Any existing SRB system (version 2.x.x and below) can be viewed as an SRB zone.
For more information on zones, please check http://www.sdsc.edu/srb/index.php/Zones.

srb. ndasdomai nnane. 1

srb. ndasdomai nnane. 1 = nmysrbdonmai n

Your SRB domain. This domain should be created under the same zone, specified in srb.mcatzone. Information on domains is included here http://www.sdsc.edu
/srb/index.php/Zones.

srb. def aul t st or ager esource. 1

srb. def aul t st or ageresource. 1 = nydef aul t srbresource

Your default SRB Storage resource.

srb. usernane. 1

srb. usernane. 1l = nysrbuser

Your SRB Username.

srb. password. 1

srb. password. 1 = nysrbpassword

Your SRB Password.

srb. honedirectory. 1

srb. honedirectory. 1 =
/ nysrbzone/ hone/ nysrbuser. mysrbdonain

Your SRB Homedirectory


http://www.sdsc.edu/srb/index.php/Zones
http://www.sdsc.edu/srb/index.php/Zones
http://www.sdsc.edu/srb/index.php/Zones

Prope srb.parentdir.1
rty:

Exam | srb.parentdir.l = nysrbdspaceassetstore
ple
Value

Infor | Several of the terms, such as mcatzone, have meaning only in the SRB context and will be familiar to SRB users. The last, sr b. par at di r. n, can be used for

matio | additional (SRB) upper directory structure within an SRB account. This property value could be blank as well.
nal
Note:

The 'assetstore.incoming’ property is an integer that references where new bitstreams will be stored. The default (say the starting reference) is zero. The
value will be used to identify the storage where all new bitstreams will be stored until this number is changed. This number is stored in the Bitstream table
(store_number column) in the DSpace database, so older bitstreams that may have been stored when ‘asset.incoming' had a different value can be found.

In the simple case in which DSpace uses local (or mounted) storage the number can refer to different directories (or partitions). This gives DSpace some
level of scalability. The number links to another set of properties 'assetstore.dir', 'assetstore.dir.1' (remember zero is default), assetstore.dir.2', etc., where
the values are directories.

To support the use of SRB DSpace uses the same scheme but broaden to support:

® using SRB instead of the local file system
® using the local file system (native DSpace)
® using a mix of SRB and local file system
in this broadened use of the 'asset.incoming' integer will refer to one of the following storage locations:

® alocal file system directory (native DSpace)
® a set of SRB account parameters (host, port, zone, domain, username, password, home directory, and resource
Should there be any conflict, like '2' referring to a local directory and to a set of SRB parameters, the program will select the local directory.

If SRB is chosen from the first install of DSpace, it is suggested that 'assetstore.dir' (no integer appended) be retained to reference a local directory (as
above under File Storage) because build.xml uses this value to do a nkdi r . In this case, 'assetstore.incoming' can be set to 1 (i.e. uncomment the line in
File Storage above) and the 'assetstore.dir' will not be used.

Logging Configuration

Prope log.init.config
rty:

Exam log.init.config = ${dspace.dir}/config/log4j.properties

ple
Value:

Inform | This is where your logging configuration file is located. You may override the default log4j configuration by providing your own. Existing alternatives are:
ationa
|
Note:
log.init.config = ${dspace.dir}/config/log4j.properties
log.init.config = ${dspace.dir}/config/log4j-console.properties

Prope log.dir
rty:

Exam log.dir = ${dspace.dir}/log

ple
value:

Inform | This is where to put the logs. (This is used for initial configuration only)
ationa

|

Note:

Prope | useProxies
ry:

Exam | useProxies = true

ple
Value:

Inform | If your DSpace instance is protected by a proxy server, in order for log4j to log the correct IP address of the user rather than of the proxy, it must be configured
ationa | to look for the X-Forwarded-For header. This feature can be enabled by ensuring this setting is set to true. This also affects IPAuthentication, and should be

| enabled for that to work properly if your installation uses a proxy server.

Note:

Previous releases of DSpace provided an example ${dspace.dir}/config/log4j.xml as an alternative to log4j.properties. This caused some confusion and
has been removed. log4j continues to support both Properties and XML forms of configuration, and you may continue (or begin) to use any form that log4j
supports.



Configuring Lucene Search Indexes

Search indexes can be configured and customized easily in the dspace.cfg file. This allows institutions to choose which DSpace metadata fields are
indexed by Lucene.

Prop
erty:

Exa
mple
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e:

Infor
mati
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Note
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mple
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Exa
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Exa
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e:

Infor
mati
onal
Note
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Exa
mple
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e:

Infor
mati
onal
Note

search.dir

search.dir = ${dspace. dir}/search

Where to put the search index files

sear ch. max- cl auses

search. max- cl auses = 2048

By setting higher values of search.max-clauses will enable prefix searches to work on larger repositories.

sear ch. i ndex. del ay

sear ch. i ndex. del ay = 5000

It is possible to create a 'delayed index flusher'. If a web application pushes multiple search requests (i.e. a barrage or sword deposits, or multiple quick edits in
the user interface), then this will combine them into a single index update. You set the property key to the number of milliseconds to wait for an update. The
example value will hold a Lucene update in a queue for up to 5 seconds. After 5 seconds all waiting updates will be written to the Lucene index.

sear ch. anal yzer

search. anal yzer = org. dspace. search. DSAnal yzer

Which Lucene Analyzer implementation to use. If this is omitted or commented out, the standard DSpace analyzer (designed for English) is used by default.

search. anal yzer

search. anal yzer = org. apache. | ucene. anal ysi s. cn. Chi neseAnal yzer

Instead of the standard English analyzer, the Chinese analyzer is used.

sear ch. oper at or

search. operator = OR

Boolean search operator to use. The currently supported values are OR and AND. If this configuration item is missing or commented out, OR is used. AND
requires all the search terms to be present. OR requires one or more search terms to be present.



Prop | search. maxfiel dl ength
erty:

Exa  search. maxfiel dl ength = 10000
mple

Valu

e:

Infor | This is the maximum number of terms indexed for a single field in Lucene. The default is 10,000 words, often not enough for full-text indexing. If you change this,
mati | you will need to re-index for the change to take effect on previously added items. -1 = unlimited (Integer.MAG_VALUE)

onal

Note

Prop | search.index.n
erty:

Exa | search.index.1 = author:dc.contributor.*
mple

Valu

e:

Infor | This property determines which of the metadata fields are being indexed for search. As an example, if you do not include the title field here, searching for a word
mati | in the title will not be matched with the titles of your items..

onal

Note

For example, the following entries appear in the default DSpace installation:

search.index.1 = author:dc.contributor.*

search.index.2 = author:dc.creator.*

search.index.3 = title:dc.title.*

search. i ndex. 4 = keyword: dc. subj ect. *

search.index.5 = abstract: dc. description. abstract
search. i ndex. 6 = author:dc. description.statenentofresponsibility
search.index.7 = series:dc.relation.ispartofseries
search.index.8 = abstract:dc.description.tableofcontents
search.index.9 = m nme: dc. fornmat. m netype

search. i ndex. 10 = sponsor:dc. description. sponsorship
search.index.11 = id:dc.identifier.*

search. i ndex. 11 = | anguage: dc. | anguage. i so

The format of each entry is sear ch. i ndex. <i d> = <search | abel > : <schema> . <netadata fi el d>where:

<id> is an incremental number to distinguish each search index entry

<search | abel > is the identifier for the search field this index will correspond to

<schenma> is the schema used. Dublin Core (DC) is the default. Others are
possible.

<net adata fiel d>  isthe DSpace metadata field to be indexed.

In the example above, sear ch. i ndex. 1 and sear ch. i ndex. 2 and sear ch. i ndex. 3 are configured as the aut hor search field. The aut hor index
is created by Lucene indexing all dc. contri but or. *,dc. creat or. * and descri pti on. st at enent of responsi bi | i t y metadata fields.

After changing the configuration run /[ dspace] / bi n/ dspace i ndex-i ni t to regenerate the indexes.

While the indexes are created, this only affects the search results and has no effect on the search components of the user interface. One will need to
customize the user interface to reflect the changes, for example, to add the a new search category to the Advanced Search.

In the above examples, notice the asterisk (*). The metadata field (at least for Dublin Core) is made up of the "element" and the "qualifier". The asterisk is
used as the "wildcard". So, for example, keywor d. dc. subj ect . * will index all subjects regardless if the term resides in a qualified field. (subject versus
subject.lcsh). One could customize the search and only index LCSH (Library of Congress Subject Headings) with the following entry keywor d: dc.

subj ect . | csh instead of keywor d: dc. subj ect . *

Authority Control Note:

Although DSIndexer automatically builds a separate index for the authority keys of any index that contains authority-controlled metadata fields, the
"Advanced Search" Uls does not allow direct access to it. Perhaps it will be added in the future. Fortunately, the OpenSearch API lets you submit a query
directly to the Lucene search engine, and this may include the authority-controlled indexes.

Handle Server Configuration

The CNRI Handle system is a 3rd party service for maintaining persistent URL's. For a nominal fee, you can register a handle prefix for your repository. As
a result, your repository items will be also available under the links http://handle.net/<<handle prefix>>/<<item id>>. As the base url of your repository
might change or evolve, the persistent handle.net URL's secure the consistency of links to your repository items. For complete information regarding the
Handle server, the user should consult Section 3.4.4.. The Handle Server section of Installing DSpace.

Pro handl e. canoni cal . prefi x
per
ty:


http://handle.net/

Ex  handle.canonical.prefix = http://hdl.handle.net/
am  handle.canonical.prefix = ${dspace.url}/handle/
ple
Val
ue

Info = Canonical Handle URL prefix. By default, DSpace is configured to use http:/hdl.handle.net/ as the canonical URL prefix when generating dc. i denti fi er. uri
rm | during submission, and in the ‘identifier' displayed in item record pages. If you do not subscribe to CNRI's handle service, you can change this to match the

atio | persistent URL service you use, or you can force DSpace to use your site's URL, e.g. handl e. canoni cal . prefi x = ${dspace. url}/ handl e/ . Note that
nal | this will not alter dc. i dent i f er. uri metadata for existing items (only for subsequent submissions).

Not

Pro  handl e. prefix
per

Ex | handle.prefix = 1234.56789
am
ple
Val
ue

Info | The default installed by DSpace is 123456789 but you will replace this upon receiving a handle from CNRI.

m
atio
nal

Not

Pro handle.dir
per

Ex handle.dir = ${dspace. dir}/handl e-server
am
ple
Val
ue:

Info | The default files, as shown in the Example Value is where DSpace will install the files used for the Handle Server.

atio
nal
Not

For complete information regarding the Handle server, the user should consult 3.3.4. The Handle Server section of Installing DSpace.

Delegation Administration : Authorization System Configuration

(Authorization System Configuration)

It is possible to delegate the administration of Communities and Collections. This functionality eliminates the need for an Administrator Superuser account
for these purposes. An EPerson that will be attributed Delegate Admin rights for a certain community or collection will also "inherit" the rights for underlying
collections and items. As a result, a community admin will also be collection admin for all underlying collections. Likewise, a collection admin will also gain

admin rights for all the items owned by the collection.

Authorization to execute the functions that are allowed to user with WRITE permission on an object will be attributed to be the ADMIN of the object (e.g.
community/collection/admin will be always allowed to edit metadata of the object). The default will be "true" for all the configurations.

Community Administration: Subcommunities and Collections
Property:
Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

Community Administration: Policies and The group of administrators
Property:
Example Value:

Informational Note:

Property:

core. aut hori zati on. comruni ty- adm n. cr eat e- subel enent
core. aut hori zation. comruni ty-adm n. cr eat e- subel ement = true

Authorization for a delegated community administrator to create subcommunities or
collections.

core. aut hori zati on. comruni ty- adni n. del et e- subel enent
core. aut hori zati on. comuni ty- adm n. del et e- subel ement = true

Authorization for a delegated community administrator to delete subcommunities or
collections.

core. aut hori zati on. comruni ty-admi n. pol i ci es
core. authori zation. comruni ty-admi n.policies = true

Authorization for a delegated community administrator to administrate the community
policies.

core. aut hori zati on. comruni ty-adm n. admi n- gr oup


http://hdl.handle.net/
http://hdl.handle.net/

Example Value:

Informational Note:

Community Administration: Collections in the above Community
Property:
Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Community Administration: ltems Owned by Collections in the Above
Community

Property:

Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

Property:

Example Value:

Informational Note:

Community Administration: Bundles of Bitstreams, related to items owned by
collections in the above Community

Property:

Example Value:

Informational Note:

Property:
Example Value:

Informational Note:

core. aut hori zation. comruni ty-adm n. adm n-group = true

Authorization for a delegated community administrator to edit the group of community
admins.

core. aut hori zati on. communi ty-adm n. col | ection. policies
core. aut hori zation. comuni ty-admi n. col | ection.policies = true

Authorization for a delegated community administrator to administrate the policies for
underlying collections.

core. aut hori zation. comruni ty-admi n.col |l ection.tenplate-item

core. authorization. communi ty-admin.coll ection.tenplate-item=
true

Authorization for a delegated community administrator to administrate the item
template for underlying collections.

core. aut hori zation. comuni ty-adm n. col | ection.subnmitters
core. authori zation. comuni ty-admi n.col | ection.subnitters = true

Authorization for a delegated community administrator to administrate the group of
submitters for underlying collections.

core. aut hori zation. comuni ty-admi n. col | ecti on. wor kf | ows
core. aut hori zati on. comruni ty-admi n. col | ecti on. workflows = true

Authorization for a delegated community administrator to administrate the workflows
for underlying collections.

core. aut hori zati on. comruni ty-admi n. col | ecti on. adm n- group
core. aut hori zation. comruni ty-adm n. col | ecti on. adm n-group = true

Authorization for a delegated community administrator to administrate the group of
administrators for underlying collections.

core. authorization.community-admn.itemdel ete
core. authorization.community-adnmn.itemdelete = true

Authorization for a delegated community administrator to delete items in underlying
collections.

core. authori zation. comuni ty-adm n.item w thdraw
core. aut hori zation.community-admn.itemw thdraw = true

Authorization for a delegated community administrator to withdraw items in underlying
collections.

core. authorization.community-adnmn.itemreinstate
core. authorization.comunity-adnin.itemreinstate = true

Authorization for a delegated community administrator to reinstate items in underlying
collections.

core. authori zation. community-adnmin.item policies
core. aut hori zation.community-admn.itempolicies = true

Authorization for a delegated community administrator to administrate item policies in
underlying collections.

core. aut hori zation. conmuni ty-admi n.itemcreate-bitstream
core. aut horizati on. communi ty-admn.itemcreate-bitstream= true

Authorization for a delegated community administrator to create additional bitstreams
in items in underlying collections.

core. authorization. community-adnmin.item del ete-bitstream
core. authori zation. comunity-adnmin.itemdel ete-bitstream = true

Authorization for a delegated community administrator to delete bitstreams from items
in underlying collections.



Property: core. authorization.community-adnmn.itemcc-1icense
Example Value: core. authorization.community-adnmin.itemcc-1license = true

Informational Note: Authorization for a delegated community administrator to administer licenses from
items in underlying collections.

Community Administration:

The properties for collection administrators work similar to those core. authorization. collection-adnin.policies
of community administrators, core. aut hori zation. col l ecti on-adm n. tenplate-item
with respect to collection administration. core. aut hori zation. col | ecti on-adnin.submitters

.wor kf | ows
.adnmi n- group

core. aut hori zati on. col | ecti on-adm
core. aut hori zati on. col | ecti on-adm

5 3 3 3 35

Collection Administration:

Item owned by the above CollectionThe properties for collection core.authorization.collection-admn.itemdelete
administrators work similar to those of core. aut hori zation. col | ection-adnmi n.item withdraw
cqr;]munlty admlglst.ra.\tors,. core. aut horization.collection-adnmin.itemreinstatiate
with respect to administration of core. aut hori zation. col | ection-adnin.item policies
items in underlying collections.
Collection Administration: X X . X .
Bundles of bitstreams, related to items owned by collections in the core. aut horization. col l ection-adnin.item create-
above Community. The properties for collection administrators bi tstream
work similar to those of community administrators, with respect to core. aut hori zati on. col | ecti on-adnin.item del et e-
administration of bitstreams related to items in underlying collections. .
bit stream
core. aut hori zation.col |l ection-adnin.itemadnmn.cc-
l'icense
Item Administration. core. aut horization.itemadnin.policies
The properties for item administrators work similar to those
of community and collection administrators, with respect to administration of
items in underlying collections.
Item Administration: i i i X i
Bundles of bitstreams, related to items owned by collections in the core.authorization.itentadmn. create-bitstream
above Community. The properties for item administrators work core.authorization.itemadnm n.del ete-bitstream
similar to those of community and collection administrators, core. authorization.item adnin.cc-1icense

with respect to administration of bitstreams
related to items in underlying collections.

Oracle users should consult Chapter 4 Updating a DSpace Installation regarding the necessary database changes that need to take place.

Stackable Authentication Method(s)

(formally Custom Authentication)

Since many institutions and organizations have existing authentication systems, DSpace has been designed to allow these to be easily integrated into an
existing authentication infrastructure. It keeps a series, or "stack", of authentication methods, so each one can be tried in turn. This makes it easy to add
new authentication methods or rearrange the order without changing any existing code. You can also share authentication code with other sites.

Property:
pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod
Example Value:

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = \
org. dspace. aut hent i cat e. Passwor dAut henti cati on

The configuration property pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cat i onMet hod defines the authentication stack. It is a
comma-separated list of class names. Each of these classes implements a different aut hent i cati on net hod, or way of determining the identity of the
user. They are invoked in the order specified until one succeeds.

An authentication method is a class that implements the interface or g. dspace. aut hent i cat e. Aut henti cati onMet hod. It aut hent i cat es a user
by evaluating the credentials (e.g. username and password) he or she presents and checking that they are valid.

The basic authentication procedure in the DSpace Web Ul is this:

1. Arequest is received from an end-user's browser that, if fulfilled, would lead to an action requiring authorization taking place.
2. If the end-user is already authenticated:

® |f the end-user is allowed to perform the action, the action proceeds

® |f the end-user is NOT allowed to perform the action, an authorization error is displayed.

® |f the end-user is NOT authenticated, i.e. is accessing DSpace anonymously:



. The parameters etc. of the request are stored.

. The Web Ul's st art Aut hent i cat i on method is invoked.

. First it tries all the authentication methods which do i npl i ci t authentication (i.e. they work with just the information already in the Web request,
such as an X.509 client certificate). If one of these succeeds, it proceeds from Step 2 above.

6. If none of the implicit methods succeed, the Ul responds by putting up a "login" page to collect credentials for one of the expl i ci t authentication

methods in the stack. The servlet processing that page then gives the proffered credentials to each authentication method in turn until one

succeeds, at which point it retries the original operation from Step 2 above.

Please see the source files Aut henti cat i onManager . j ava and Aut hent i cat i onMet hod. j ava for more details about this mechanism.

oA~ w

Shibboleth Authentication Configuration Settings
Detailed instructions for installing Shibboleth on DSpace may be found at https://mams.melcoe.mq.edu.au/zope/mams/pubs/Installation/dspacel5.
DSpace requires email as the user's credentials. There are two ways of providing email to DSpace:

1. By explicitly specifying to the user which attribute (header) carries the email address.

2. By turning on the user-email-using-tomcat=true which means the software will attempt to acquire the user's email from Tomcat.
The first option takes Precedence when specified. both options can be enabled to allow for fallback.

aut henti cation. shib. emai | - header

aut henti cation. shib. email -header = MAIL

QPCPL<DPTIVXM SFIOPTO =T

In | The option specifies that the email comes from the mentioned header. This value is CASE-Sensitive.

aut henti cation. shi b. firstnanme- header

aut henti cation. shib. firstname-header = SHI B- EP- G VENNAVE

In = Optional. Specify the header that carries the user's first name. This is going to be used for the creation of new-user.


https://mams.melcoe.mq.edu.au/zope/mams/pub/Installation/dspace15
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aut henti cation. shi b. | ast name- header

aut henti cation. shi b. | ast name- header = SHI B- EP- SURNAVE

Optional. Specify the header that carries user's last name. This is used for creation of new user.

aut henti cation. shib. enai | -use-tonctat - renot e- user

aut henti cation. shib. enai | -use-tontat-renote-user = true

This option forces the software to acquire the email from Tomcat.

aut henti cation. shib. aut oregi ster

aut henti cation. shib. autoregi ster = true
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Option will allow new users to be registered automatically if the IdP provides sufficient information (and the user does not exist in DSpace).

aut henti cati on.
aut henti cati on.

aut henti cati on.
aut henti cation

or

shi b. rol e- header
shi b-rol e. header

shi b. rol e- header
shi b-rol e. header

.ignore-scope

= Shi b- EP- ScopedAffiliation

.ignore-scope = true

aut henti cati on. shi b.rol e-header = Shi b- EP-UnscopedAffiliation
aut henti cation. shi b-rol e. header. i gnore-scope = fal se

These two options specify which attribute that is responsible for providing user's roles to DSpace and unscope the attributes if needed. When not specified,
it is defaulted to 'Shib-EP-UnscopedAffiliation', and ignore-scope is defaulted to ‘false'. The value is specified in AAP.xml (Shib 1.3.x) or attribute-filter.xml
(Shib 2.x). The value is CASE-Sensitive. The values provided in this header are separated by semi-colon or comma. If your service provider (SP) only
provides scoped role header, you need to set authentication.shib.role-header.ignore-Scope as 'true'. For example if you only get Shib-EP-ScopedAffiliation

<zosDO-T

instead of Shib-EP-ScopedAffiliation, you name to make your settings as in the example value above.

aut henti cation. shib. defaul t-rol es

aut hentication.shib.default-roles = Staff, Walk-ins

When user is fully authN or IdP but would not like to release his/her roles to DSpace (for privacy reasons?), what should the default roles be given to such

user. The values are separated by semi-colon or comma.

aut henti cati on. shi b.rol e. Seni or\ Resear cher
aut hentication.shib.role.Librarian



aut henti cation. shib.rol e.Senior\ Researcher = Researcher, Staff
aut hentication.shib.role.Librarian = Adm nistrator

DEP<OT IO XM

In = The following mappings specify role mapping between IdP and Dspace. The left side of the entry is IdP's role (prefixed with ‘authentication.shib.role.")

fo | which will be mapped to the right entry from DSpace. DSpace's group as indicated on the right entry has to EXIST in DSpace, otherwise user will be

r | identified as 'anonymous'. Multiple values on the right entry should be separated by comma. The values are CASE-Sensitive. Heuristic one-to-one mapping
m  will be done when the IdP groups entry are not listed below (i.e. if 'X' group in IdP is not specified here, then it will be mapped to 'X' group in DSpace if it

at | exists, otherwise it will be mapped to simply ‘anonymous'). Given sufficient demand, future release could support regex for the mapping special characters
io | need to be escaped by '\'

Authentication by Password
The default method or g. dspace. aut hent i cat e. Passwor dAut hent i cat i on has the following properties:

® Use of inbuilt e-mail address/password-based log-in. This is achieved by forwarding a request that is attempting an action requiring authorization
to the password log-in servlet, / passwor d- | ogi n. The password log-in servlet (or g. dspace. app. webui . servl et . Passwor dSer vl et)
contains code that will resume the original request if authentication is successful, as per step 3. described above.

® Users can register themselves (i.e. add themselves as e-people without needing approval from the administrators), and can set their own
passwords when they do this

® Users are not members of any special (dynamic) e-person groups

® You can restrict the domains from which new users are able to register. To enable this feature, uncomment the following line from dspace.cfg: aut
henti cation. password. domai n. val i d = exanpl e. comExample options might be '@xanpl e. coni to restrict registration to users with
addresses ending in @example.com, or '‘@xanpl e. com . ac. uk' to restrict registration to users with addresses ending in @example.com or
with addresses in the .ac.uk domain.

X.509 Certificate Authentication

The X.509 authentication method uses an X.509 certificate sent by the client to establish his/her identity. It requires the client to have a personal Web
certificate installed on their browser (or other client software) which is issued by a Certifying Authority (CA) recognized by the web server.

1. See the HTTPS installation instructions to configure your Web server. If you are using HTTPS with Tomcat, note that the <Connect or > tag must
include the attribute cl i ent Aut h="true" so the server requests a personal Web certificate from the client.

2. Add the or g. dspace. aut henti cat e. X509Aut hent i cati on plugin fi r st to the list of stackable authentication methods in the value of the
configuration key pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod e.g.:

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = \
or g. dspace. aut hent i cat e. X509Aut henti cation, \
org. dspace. aut hent i cat e. Passwor dAut henti cati on

1. You must also configure DSpace with the same CA certificates as the web server, so it can accept and interpret the clients' certificates. It can
share the same keystore file as the web server, or a separate one, or a CA certificate in a file by itself. Configure it by one of these methods,
either the Java keystore

aut henti cati on. x509. keystore.path = path to Java keystore file
aut henti cati on. x509. keyst ore. password = password to access the keystore

...or the separate CA certificate file (in PEM or DER format):

aut henti cation.x509.ca.cert = path to certificate file for CA
whose client certs to accept.

2. Choose whether to enable auto-registration: If you want users who authenticate successfully to be automatically registered as new E-Persons if
they are not already, set the aut henti cati on. x509. aut or egi st er configuration property to t r ue. This lets you automatically accept all
users with valid personal certificates. The default is f al se.

Example of a Custom Authentication Method

Also included in the source is an implementation of an authentication method used at MIT, edu.mit.dspace.MITSpecialGroup. This does not actually
authenticate a user, it only adds the current user to a special (dynamic) group called 'MIT Users' (which must be present in the system!). This allows us to
create authorization policies for MIT users without having to manually maintain membership of the MIT users group.



By keeping this code in a separate method, we can customize the authentication process for MIT by simply adding it to the stack in the DSpace
configuration. None of the code has to be touched.

You can create your own custom authentication method and add it to the stack. Use the most similar existing method as a model, e.g. or g. dspace.

aut hent i cat e. Passwor dAut hent i cat i on for an "explicit" method (with credentials entered interactively) or or g. dspace. aut henti cat e.
X509Aut henti cat i on for an implicit method.

Configuring IP Authentication

You can enable IP authentication by adding its method to the stack in the DSpace configuration, e.g.:

pl ugi n. sequence. or g. dspace. aut hent i cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e. | PAut henti cati on

You are then able to map DSpace groups to IP addresses in dspace.cfg by setting aut henti cati on. i p. GROUPNAME = i prange[, iprange ...],
e.g:

aut hentication.ip. M_UNIVERSITY = 10.1.2.3, \ # Full IP
13.5, \ # Partial IP
11.3.4.5/24, \ # with CDR
12.7.8.9/255. 255.128. 0, # with netmask
2001: 18e8::/32 # 1 Pv6 too

Negative matches can be set by prepending the entry with a '-'. For example if you want to include all of a class B network except for users of a contained
class ¢ network, you could use: 111.222,-111.222.333.

Notes:

® |f the Groupname contains blanks you must escape the, e.g. Department\ of\ Statistics
® |f your DSpace installation is hidden behind a web proxy, remember to set the 'useProxies' configuration option within the 'Logging' section of
dspace.cfg to use the IP address of the user rather than the IP address of the proxy server.

Configuring LDAP Authentication

You can enable LDAP authentication by adding its method to the stack in the DSpace configuration, e.g.

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod =
or g. dspace. aut hent i cat e. LDAPAut henti cati on

If LDAP is enabled in the dspace.cfg file, then new users will be able to register by entering their username and password without being sent the
registration token. If users do not have a username and password, then they can still register and login with just their email address the same way they do
now.

If you want to give any special privileges to LDAP users, create a stackable authentication method to automatically put people who have a netid into a
special group. You might also want to give certain email addresses special privileges. Refer to the Custom Authentication Code section above for more
information about how to do this.

Here is an explanation of what each of the different configuration parameters are for:

Stand
ard
LDAP
Confi
gurati
on

Prope | dap. enabl e
rty:

Exam | | dap. enable = fal se

ple
Value:

Inform | This setting will enable or disable LDAP authentication in DSpace. With the setting off, users will be required to register and login with their email address. With
ationa | this setting on, users will be able to login and register with their LDAP user ids and passwords.
|

Note:

Prope | dap. provider_url
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This is the url to your institution's LDAP server. You may or may not need the /o=myu.edu part at the end. Your server may also require the Idaps:// protocol.

Idap.id_field

ldap.id_field = uid

This is the unique identifier field in the LDAP directory where the username is stored.

| dap. obj ect _cont ext

| dap. obj ect _context = ou=peopl e, o=nyu.edu

This is the object context used when authenticating the user. It is appended to the Idap.id_field and username. For example ui d=user nane, ou=peopl e,
o=nyu. edu. You will need to modify this to match your LDAP configuration.

| dap. sear ch_cont ext

| dap. search_cont ext = ou=peopl e

This is the search context used when looking up a user's LDAP object to retrieve their data for autoregistering. With Idap.autoregister turned on, when a user
authenticates without an EPerson object we search the LDAP directory to get their name and email address so that we can create one for them. So after we
have authenticated against uid=username,ou=people,o=byu.edu we now search in ou=people for filtering on [uid=username]. Often the | dap. sear ch_cont ext
is the same as the | dap. obj ect _cont ext parameter. But again this depends on your LDAP server configuration.

| dap.emui | _field

I dap.enuil _field = mail

This is the LDAP object field where the user's email address is stored. "mail" is the default and the most common for LDAP servers. If the mail field is not found
the username will be used as the email address when creating the eperson object.

| dap. surnane_field

| dap. surnane_field = sn

This is the LDAP object field where the user's last name is stored. "sn" is the default and is the most common for LDAP servers. If the field is not found the field
will be left blank in the new eperson object.

| dap. gi vennane_fiel d

| dap. gi vennanme_field = gi venNane

This is the LDAP object field where the user's given names are stored. I'm not sure how common the givenName field is in different LDAP instances. If the field
is not found the field will be left blank in the new eperson object.

| dap. phone_field

| dap. phone_field = tel ephoneNunber

This is the field where the user's phone number is stored in the LDAP directory. If the field is not found the field will be left blank in the new eperson object.

webui . | dap. aut or egi st er
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webui . | dap. aut oregi ster = true

This will turn LDAP autoregistration on or off. With this on, a new EPerson object will be created for any user who successfully authenticates against the LDAP
server when they first login. With this setting off, the user must first register to get an EPerson object by entering their Idap username and password and filling
out the forms.

| dap. | ogi n. speci al gr oup

| dap. | ogi n. speci al group = group- nane

If required, a group name can be given here, and all users who log into LDAP will automatically become members of this group. This is useful if you want a
group made up of all internal authenticated users. (Remember to log on as the administrator, add this to the "Groups" with read rights).

ical LDAP Settings. If your users are spread out across a hierarchical tree on your LDAP server, you will need to use the following stackable

authentication class:

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod =\

You can
of a user
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tional
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Note:
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Note:

org. dspace. aut hent i cat e. LDAPHi er ar chi cal Aut henti cati on

optionally specify the search scope. If anonymous access is not enabled on your LDAP server, you will need to specify the full DN and password
that is allowed to bind in order to search for the users.

| dap. search_scope

| dap. search_scope = 2

This is the search scope value for the LDAP search during autoregistering. This will depend on your LDAP server setup. This value must be one of the
following integers corresponding to the following values:

obj ect scope : O

one | evel scope : 1

subtree scope : 2

| dap. search. user
| dap. sear ch. password

| dap. sear ch. user = cn=adni n, ou=peopl e, o=nyu. edu
{{ Idap.search.password = password}}

The full DN and password of a user allowed to connect to the LDAP server and search for the DN of the user trying to log in. If these are not specified, the
initial bind will be performed anonymously.

| dap. neti d_enai |l _domain

| dap. netid_emai | _domai n = @xanpl e. com

If your LDAP server does not hold an email address for a user, you can use the following field to specify your email domain. This value is appended to the netid
in order to make an email address. E.g. a netid of 'user' and | dap. neti d_enai | _donai n as @xanpl e. comwould set the email of the user to be user @xa
npl e. com

Restricted Item Visibility Settings

By default RSS feeds, OAI-PMH and subscription emails will include ALL items regardless of permissions set on them. If you wish to only expose items
through these channels where the ANONYMOUS user is granted READ permission, then set the following options to false.

In large repositories, setting harvest.includerestricted.oai to false may cause performance problems as all items will need to have their authorization
permissions checked, but because DSpace has not implemented resumption tokens in Listldentifiers, ALL items will need checking whenever a
Listldentifers request is made.

Property:

Example

harvest.includerestricted.rss

Value: harvest.includerestricted.rss = true



Informational When set to 'true’ (default), items that haven't got the READ permission for the ANONYMOUS user, will be included in RSS feeds anyway.
Note:

Property: harvest . includerestricted. oai

Example Value: harvest.includerestricted.oai = true

Informational When set to true (default), items that haven't got the READ permission for the ANONYMOUS user, will be included in OAI sets anyway.
Note:

Property: harvest.includerestricted. subscription

Example Value: harvest.includerestricted. subscription = true

Informational When set to true (default), items that haven't got the READ permission for the ANONYMOUS user, will be included in Subscription emails
Note: anyway.

Proxy Settings

These settings for proxy are commented out by default. Uncomment and specify both properties if proxy server is required for external http requests. Use
regular host name without port number.

Property: htt p. proxy. host

Example Value http. proxy. host = proxy. myu. edu

Informational Enter the host name without the port
Note number.
Property: htt p. proxy. port

Example Value http. proxy. port = 2048

Informational Enter the port number for the proxy server.
Note
Configuring Media Filters

Media or Format Filters are classes used to generate derivative or alternative versions of content or bitstreams within DSpace. For example, the PDF
Media Filter will extract textual content from PDF bitstreams, the JPEG Media Filter can create thumbnails from image bitstreams.

Media Filters are configured as Named Plugins, with each filter also having a separate configuration setting (in dspace.cfg) indicating which formats it can
process. The default configuration is shown below.

Property: filter.plugins
Example . .
value: filter.plugins = PDF Text Extractor, Htm Text Extractor, \

Word Text Extractor, JPEG Thunbnai l

Informationa | Place the names of the enabled MediaFilter or FormatFilter plugins. To enable Branded Preview, comment out the previous one line and then uncomment
| Note: the two lines in found in dspace.cfg:

Word Text Extractor, JPEG Thunbnail,\
Br anded Previ ew JPEG

Property: pl ugi n. naned. or g. dspace. app. nedi afilter. FormatFil ter
Example X . X .
value: pl ugi n. naned. or g. dspace. app. nedi afil ter. FormatFilter =\

org. dspace. app. nedi afilter. PDFFi Il ter = PDF Text Extractor, \

org. dspace. app. nedi afilter. HTMLFi [ ter = HTM. Text Extractor, \

org. dspace. app. nedi afilter. WrdFilter = Wrd Text Extractor, \

org. dspace. app. nedi afil ter. JPEGFi | ter = JPEG Thunbnail, \

org. dspace. app. nedi afi | t er. BrandedPr evi enJPEGFi | ter = Branded Previ ew JPEG

Informationa | Assign "human-understandable" names to each filter
| Note:



Property:
pery filter.org.dspace. app. medi afilter.PDFFilter.inputFormats

filter.org.dspace. app. nedi afi |l ter. HTMLFi | ter. i nput For mat s
filter.org.dspace. app. nedi afilter. WrdFil ter.inputFormats
filter.org. dspace. app. nedi afilter.JPEGFilter.inputFornats
filter.org. dspace. app. nedi afi | ter. BrandedPr evi ewdJPEGFi | t er. i nput For mat s

Example . L . .
value: filter.org. dspace. app. medi afilter. PDFFilter.inputFormats = Adobe PDF

filter.org.dspace. app. medi afilter. HTM.Fi |l ter.i nput Formats = HTM., Text
filter.org.dspace. app. nedi afilter. WrdFilter.inputFormats = M crosoft Wrd
filter.org.dspace. app. nedi afilter.JPEGFi | ter.inputFormats = BMWP, G F, JPEG \
i mage/ png
filter.org.dspace. app. medi afilter. BrandedPrevi enJPEGFi | ter.i nput Formats = BWP, \
G F, JPEG inmage/png

Informationa | Configure each filter's input format(s)
| Note:

Property: pdffilter.largepdfs

Example pdffilter.largepdfs = true
Value:

Informationa | It this value is set for "true”, all PDF extractions are written to temp files as they are indexed. This is slower, but helps to ensure that PDFBox software
| Note: DSpace uses does not eat up all your memory.

Property: pdffilter.skiponmenoryexception
Example pdf filter.ski ponmenoryexception = true
Value:

Informationa | If this value is set for "true”, PDFs which still result in an "Out of Memory" error from PDFBox are skipped over. These problematic PDFs will never be
| Note: indexed until memory usage can be decreased in the PDFBox software.

Names are assigned to each filter using the pl ugi n. nanmed. or g. dspace. app. nedi af i | t er. For nat Fi | t er field (e.g. by default the PDFilter is
named "PDF Text Extractor".

Finally, the appropriate fi | t er. <cl ass pat h>. i nput For mat s defines the valid input formats which each filter can be applied. These format names m
ust match the short descri pti on field of the Bitstream Format Registry.

You can also implement more dynamic or configurable Media/Format Filters which extend Sel f NanedPl ugi n .

Crosswalk and Packager Plugin Settings

The subsections below give configuration details based on the types of crosswalks and packager plugins you need to implement.

Configurable MODS Dissemination Crosswalk

The MODS crosswalk is a self-named plugin. To configure an instance of the MODS crosswalk, add a property to the DSpace configuration starting with "c
rosswal k. nods. properti es."; the final word of the property name becomes the plugin's name. For example, a property name cr osswal k. nods.
properties. MODS defines a crosswalk plugin named "MODS".

The value of this property is a path to a separate properties file containing the configuration for this crosswalk. The pathname is relative to the DSpace
configuration directory, i.e. the conf i g subdirectory of the DSpace install directory. Example from the dspace. cf g file:

Properties: crosswal k. nods. properties. MODS
crosswal k. nods. properti es. nods

Example crosswal k. nods. properties. MODS
Values: crosswal k. nods. properties. nods

= crosswal ks/ nods. properties

= crosswal ks/ nods. properties

Informational = This defines a crosswalk named MODS whose configuration comes from the file [ dspace] / confi g/ cr osswal ks/ nods. properti es . (In the above
Note: example, the lower-case name was added for OAI-PMH)

The MODS crosswalk properties file is a list of properties describing how DSpace metadata elements are to be turned into elements of the MODS XML
output document. The property name is a concatenation of the metadata schema, element name, and optionally the qualifier. For example, the contributor.
author element in the native Dublin Core schema would be: dc.contributor.author. The value of the property is a line containing two segments separated by
the vertical bar ("] "_): The first part is an XML fragment which is copied into the output document. The second is an XPath expression describing where in
that fragment to put the value of the metadata element. For example, in this property:



dc. contri butor. author = <nods: nane>
<nods: r ol e>
<nmods: rol eTerm type="t ext " >aut hor </ nods: r ol eTer >
</ nods: r ol e>
<nods: nanePar t >%s</ nods: nanePar t >
</ nods: nanme>

Some of the examples include the string "¥%" in the prototype XML where the text value is to be inserted, but don't pay any attention to it, it is an artifact
that the crosswalk ignores. For example, given an author named Jack Florey, the crosswalk will insert

<nmods: nane>
<nods: rol e>
<nods: rol eTerm t ype="t ext " >aut hor </ nods: r ol eTer >
</ nods: rol e>
<nods: nanePart >Jack Fl orey</ nods: namePart >
</ mods: nanme>

into the output document. Read the example configuration file for more details.

XSLT-based Crosswalks

The XSLT crosswalks use XSL stylesheet transformation (XSLT) to transform an XML-based external metadata format to or from DSpace's internal
metadata. XSLT crosswalks are much more powerful and flexible than the configurable MODS and QDC crosswalks, but they demand some esoteric
knowledge (XSL stylesheets). Given that, you can create all the crosswalks you need just by adding stylesheets and configuration lines, without touching
any of the Java code.

The default settings in the dspace. cf g file for submission crosswalk:

Properties: crosswal k. subni ssi on. MODS. st yl esheet

Example Value: crosswal k. submi ssi on. MODS. styl esheet = crosswal ks/ nods- submi ssi on. xsl
Informational Configuration XSLT-driven submission crosswalk for MODS

Note:

As shown above, there are three (3) parts that make up the properties "key":

crosswal k. subm ssi onPl ugi nNane. styl esheet =
1 2 3 4

crosswal k first part of the property key.

subni ssi on second part of the property key.

Pl ugi nNare is the name of the plugin. The path value is the path to the file containing the crosswalk stylesheet (relative to / [ dspace] / confi g).

Here is an example that configures a crosswalk named "LOM" using a stylesheet in [ dspace] / confi g/ cr osswal ks/ d-1 om xsl :

crosswal k. subm ssi on. LOM styl esheet = crosswal ks/ d-1 om xsl

A dissemination crosswalk can be configured by starting with the property key crosswalk.dissemination. Example:

crosswal k. di sseni nati on. Pl ugi nNane. styl esheet = path

The PluginName is the name of the plugin (!) . The path value is the path to the file containing the crosswalk stylesheet (relative to / [ dspace] / confi g).

You can make two different plugin names point to the same crosswalk, by adding two configuration entries with the same path:

crosswal k. submi ssi on. MyFor mat . styl esheet = crosswal ks/ nyformat. xslt
crosswal k. submi ssi on. al nost _DC. styl esheet = crosswal ks/ nyformat. xslt

The dissemination crosswalk must also be configured with an XML Namespace (including prefix and URI) and an XML schema for its output format. This is
configured on additional properties in the DSpace configuration:

crosswal k. di ssemi nati on. Pl ugi nNane. nanespace. Prefi x = nanespace- URI
crosswal k. di ssem nati on. Pl ugi nNane. schemaLocati on = schenalLocati on val ue

For example:



crosswal k. di ssemi nati on. gdc. nanespace.dc = http://purl.org/dc/el enents/1.1/
crosswal k. di ssemi nati on. gdc. nanespace. dcterns = http://purl.org/dc/terns/
crosswal k. di sseni nati on. gdc. schenal ocation = http://purl.org/dc/elenents/1.1/ \
http://dublincore. org/ schemas/ xm s/ qdc/ 2003/ 04/ 02/ qual i fi eddc. xsd

Testing XSLT Crosswalks

The XSLT crosswalks will automatically reload an XSL stylesheet that has been modified, so you can edit and test stylesheets without restarting DSpace.
You can test a dissemination crosswalk by hooking it up to an OAI-PMH crosswalk and using an OAIl request to get the metadata for a known item.

Testing the submission crosswalk is more difficult, so we have supplied a command-line utility to help. It calls the crosswalk plugin to translate an XML
document you submit, and displays the resulting intermediate XML (DIM). Invoke it with:

[ dspace] / bi n/ dsrun
or g. dspace. content. crosswal k. XSLTI ngestionCrosswal k [-1] plugin input-file

where plugin is the name of the crosswalk plugin to test (e.g. "LOM"), and input-file is a file containing an XML document of metadata in the appropriate
format.

Add the - | option to pass the ingestion crosswalk a list of elements instead of a whole document, as if the List form of the ingest() method had been
called. This is needed to test ingesters for formats like DC that get called with lists of elements instead of a root element.

Configurable Qualified Dublin Core (QDC) dissemination crosswalk

The QDC crosswalk is a self-named plugin. To configure an instance of the QDC crosswalk, add a property to the DSpace configuration starting with “cr os
swal k. qdc. properti es."; the final word of the property name becomes the plugin's hame. For example, a property name cr osswal k. qdc.
properties. Q)Cdefines a crosswalk plugin named "QDC".

The following is from dspace.cfg file:

Properties: crosswal k. gdc. nanspace. qdc. dc

Example Value: crosswal k. gdc. nanspace. qdc. dc =http://purl.org/dc/elenents/1.1_
Properties: crosswal k. gdc. nanspace. qdc. dct er ms

Example Value: crosswal k. gdc. nanspace. qdc.dc =http://purl.org/dc/terns/_
Properties: crosswal k. gdc. schemaLocat i on. QOC

Example Value: i
crosswal k. gdc. schenmaLocati on. @Q)C = http://ww. purl.org/dc/terms \

http://dublincore. org/schemas/ xm s/ qdc/ 2006/ 01/ 06/ dct er ms. xsd \
http://purl.org/dc/elenments/1.1 \
http://dublincore. org/schemas/ xm s/ qdc/ 2006/ 01/ 06/ dc. xsd

Properties: crosswal k. gqdc. properties. QbC

Example Value: crosswal k. gqdc. properties. QDC = crosswal ks/ QDC. properties

Informational Configuration of the QDC Crosswalk dissemination plugin for Qualified DC. (Add lower-case name for OAI-PMH. That is, change QDC to qdc.)}}
Note:

In the property key "cr osswal k. gqdc. properti es. QDC' the value of this property is a path to a separate properties file containing the configuration for
this crosswalk. The pathname is relative to the DSpace configuration directory / [ dspace] / conf i g . Referring back to the "Example Value" for this
property key, one has cr osswal ks/ qdc. properti es which defines a crosswalk named QDC whose configuration comes from the file [ dspace]

/ confi g/ crosswal ks/ gdc. properties.

You will also need to configure the namespaces and schema location strings for the XML output generated by this crosswalk. The namespaces properties
names are formatted:

crosswal k. gdc. nanespace.prefix = uri

where prefix is the namespace prefix and uri is the namespace URI. See the above Property and Example Value keys as the default dspace.cfg has been
configured.

The QDC crosswalk properties file is a list of properties describing how DSpace metadata elements are to be turned into elements of the Qualified DC
XML output document. The property name is a concatenation of the metadata schema, element name, and optionally the qualifier. For example, the cont r
i but or. aut hor element in the native Dublin Core schema would be: dc. cont ri but or . aut hor . The value of the property is an XML fragment, the
element whose value will be set to the value of the metadata field in the property key.


http://purl.org/dc/elements/1.1
http://purl.org/dc/terms/

For example, in this property:
dc. coverage. tenporal = <dcterns:tenporal />

the generated XML in the output document would look like, e.g.:
<dct erns: tenporal >Fal |, 2005</dcterns:tenporal >

Configuring Crosswalk Plugins

Ingestion crosswalk plugins are configured as named or self-named plugins for the interface or g. dspace. cont ent . cr osswal k.

I ngest i onCr osswal k. Dissemination crosswalk plugins are configured as named or self-named plugins for the interface or g. dspace. cont ent .
crosswal k. Di sseni nati onCr osswal k.

You can add names for existing crosswalks, add new plugin classes, and add new configurations for the configurable crosswalks as noted below.

Configuring Packager Plugins

Package ingester plugins are configured as named or self-named plugins for the interface or g. dspace. cont ent . packager . Packagel ngest er .
Package disseminator plugins are configured as named or self-named plugins for the interface or g. dspace. cont ent . packager .

PackageDi ssem nator .

You can add names for the existing plugins, and add new plugins, by altering these configuration properties. See the Plugin Manager architecture for more
information about plugins.

Event System Configuration

If you are unfamiliar with the Event System in DSpace, and require additional information with terms like "Consumer" and "Dispatcher" please refer to:http://
wiki.dspace.org/index.php/EventSystemPrototype

Property: event. di spatcher.defaul t.cl ass

Example Value: event. di spatcher. defaul t.class = org. dspace. event. Basi cDi spat cher
Informational This is the default synchronous dispatcher (Same behavior as traditional DSpace).
Note:

Property: event . di spat cher. def aul t. consuners

Example Value: event. di spatcher.defaul t.consumers = search, browse, eperson
Informational This is the default synchronous dispatcher (Same behavior as traditional DSpace).
Note:

Property: event . di spat cher. noi ndex. cl ass

Example Value: event . di spat cher. noi ndex. cl ass = org. dspace. event. Basi cDi spat cher
Informational The noindex dispatcher will not create search or browse indexes (useful for batch item imports).
Note:

Property: event . di spat cher. noi ndex. consuners

Example Value: event . di spat cher. noi ndex. consunmers = eperson

Informational The noindex dispatcher will not create search or browse indexes (useful for batch item imports).
Note:

Property: event . consumner. sear ch. cl ass

Example Value: event . consuner. search. cl ass = org. dspace. search. Sear chConsuner
Informational Consumer to maintain the search index.

Note:

Property: event.consuner.search.filters

Example Value: {{event.consumer.search filters = }}

Community | Collection | Item| Bundle+Add | Create | Mudify | Mdify_Mtadata | Delete | Renove

Informational Consumer to maintain the search index.

Note:

Property: event . consuner. browse. cl ass

Example Value: event . consuner. browse. cl ass = org. dspace. br owse. Br owseConsuner
Informational Consumer to maintain the browse index.

Note:

Property: event.consuner. browse.filters

Example Value: event.consuner. browse.filters =

Community | Collection | Item| Bundle+Add | Create | Mudify | Mdify_Metadata | Delete | Renove


http://wiki.dspace.org/index.php/EventSystemPrototype
http://wiki.dspace.org/index.php/EventSystemPrototype

Informational Consumer to maintain the browse index.

Note:

Property: event. consuner. eperson. cl ass

Example Value: event . consuner. eperson. cl ass = org. dspace. eper son. EPer sonConsuner
Informational Consumer related to EPerson changes

Note:

Property: event.consuner. eperson.filters

Example Value: event.consuner.eperson.filters = EPerson+Create
Informational Consumer related to EPerson changes

Note:

Property: event. consuner. test.cl ass

Example Value: event.consuner.test.class = org. dspace. event. Test Consumner
Informational Test consumer for debugging and monitoring. Commented out by default.
Note:

Property: event.consuner.test.filters

Example Value: event.consuner.test.filters = Al +All

Informational Test consumer for debugging and monitoring. Commented out by default.
Note:

Property: t est Consuner . ver bose

Example Value: t est Consuner . ver bose = true

Informational Set this to true to enable testConsumer messages to standard output. Commented out by default.
Note:
Embargo

DSpace embargoes utilize standard metadata fields to hold both the 'terms' and the 'lift date'. Which fields you use are configurable, and no specific
metadata element is dedicated or predefined for use in embargo. Rather, you specify exactly what field you want the embargo system to examine when it
needs to find the terms or assign the lift date.

Property
Example
Value:
Informati
onal
Note:
Property
Example
Value:
Informati
onal
Note:
Property
Example
Value:
Informati
onal
Note:
Property
Example
Value:
Informati
onal

Note:

Property

enbargo.field.terns

enbargo.field.terms = SCHEMA. ELEMENT. QUALI FI ER

Embargo terms will be stored in the item metadata. This property determines in which metadata field these terms will be stored. An example could be dc.
embargo.terms

enbargo.field.lift

enbargo.field.lift = SCHEMA. ELEMENT. QUALI FI ER

The Embargo lift date will be stored in the item metadata. This property determines in which metadata field the computed embargo lift date will be stored. You
may need to create a DC metadata field in your Metadata Format Registry if it does not already exist. An example could be dc.embargo.liftdate

enbar go. t er ns. open

enbar go. terns. open = forever

You can determine your own values for the embargo.field.terms property (see above). This property determines what the string value will be for indefinite
embargos. The string in terms field to indicate indefinite embargo.

pl ugi n. si ngl e. or g. dspace. enbar go. Enbar goSet t er

pl ugi n. si ngl e. org. dspace. enbar go. Enbar goSetter = org. dspace. enbar go. Def aul t Enbar goSet t er

To implement the business logic to set your embargos, you need to override the EmbargoSetter class. If you use the value DefaultEmbargoSetter, the default
implementation will be used.

pl ugi n. si ngl e. org. dspace. enbar go. Enbar goLi ft er



Example
Value:

Informati
onal
Note:

pl ugi n. si ngl e. or g. dspace. enbar go. Enbar goLi fter = org. dspace. enbar go. Def aul t Enbar goLi fter

To implement the business logic to lift your embargos, you need to override the EmbargolLifter class. If you use the value DefaultEmbargolLifter, the default
implementation will be used.

Key Recommendations:

1.

2.

After the
embargo

If using existing metadata fields, avoid any that are automatically managed by DSpace. For example, fields like 'date.issued' or 'date.accessioned’
are normally automatically assigned, and thus must not be recruited for embargo use.

Do not place the field for 'lift date' in submission screens. This can potentially confuse submitters because they may feel that they can directly
assign values to it. As noted in the life-cycle above, this is erroneous: the lift date gets assigned by the embargo system based on the terms. Any
pre-existing value will be over-written. But see next recommendation for an exception.

. As the life-cycle discussion above makes clear, after the terms are applied, that field is no longer actionable in the embargo system. Conversely,

the 'lift date' field is not actionable until the application. Thus you may want to consider configuring both the 'terms’ and 'lift date' to use the same
metadata field. In this way, during workflow you would see only the terms, and after item installation, only the lift date. If you wish the metadata to
retain the terms for any reason, use two distinct fields instead.

. Detailed Operation

fields defined for terms and lift date have been assigned in dspace.cfg, and created and configured wherever they will be used, you can begin to
items simply by entering data (dates, if using the default setter) in the terms field. They will automatically be embargoed as they exit workflow. For

the embargo to be lifted on any item, however, a new administrative procedure must be added: the 'embargo lifter' must be invoked on a regular basis.
This task examines all embargoed items, and if their 'lift date' has passed, it removes the access restrictions on the item. Good practice dictates
automating this procedure using cron jobs or the like, rather than manually running it. The lifter is available as a target of the 1.6 DSpace launcher: see
Section 8.

Extend

ing Embargo Functionality

The 1.6 Embargo system supplies a default 'interpreter/imposition’ class (the 'Setter’) as well as a 'Lifter’, but they are fairly rudimentary in several aspects.

1.

Setter. The default setter recognizes only two expressions of terms: either a literal, non-relative date in the fixed format 'yyyy-mm-dd' (known as
ISO 8601), or a special string used for open-ended embargo (the default configured value for this is 'forever', but this can be changed in dspace.
cfg to 'toujours', ‘unendlich’, etc). It will perform a minimal sanity check that the date is not in the past. Similarly, the default setter will only remove
all read policies as noted above, rather than applying more nuanced rules (e.g allow access to certain IP groups, deny the rest). Fortunately, the
setter class itself is configurable and you can 'plug in' any behavior you like, provided it is written in java and conforms to the setter interface. The
dspace.cfg property:

# inplenentation of enbargo setter plugin - replace with local inplenmentation if applicable
pl ugi n. si ngl e. or g. dspace. enbar go. Enbar goSetter = org. dspace. enbar go. Def aul t Enbar goSet t er

controls which setter to use.

. Lifter.The default lifter behavior as described above, essentially applying the collection policy rules to the item, might also not be sufficient for all

purposes. It also can be replaced with another class:

# inplementation of enbargo lifter plugin--replace with local inplementation if applicable
pl ugi n. si ngl e. or g. dspace. enbar go. Enbar goLi fter = org. dspace. enbar go. Def aul t Enbar goLi ft er

Step-by-Step Setup Examples

1.

Simple Dates.If you want to enter simple calendar dates for when an embargo will expire, follow these steps.
a. Select a metadata field. Let's use dc.description.embargo. This field does not exist in in the default DSpace metadata directory, so login
as an administrator, go the metadata registry page, select the 'dc' schema, then add the metadata field.
b. Expose the metadata field. Edit [dspace]/config/input-forms.xml . If you have only one form, usually 'traditional’, add it there. If you have
multiple forms, add it only to the forms linked to collections for which embargo applies:

<form nane="traditional ">
<page nunber="1">

<field>
<dc- schema>dc</ dc- schema>
<dc- el enent >descri pti on</dc- el enent >
<dc-qual i fier>enbargo</dc-qualifier>
<r epeat abl e>f al se</repeat abl e>
<| abel >Enbar go Dat e</| abel >
<i nput -t ype>onebox</i nput -t ype>
<hint>If required, enter date 'yyyy-mmdd" when enbargo expires or 'forever'.</hint>
<requi red></requi red>
</field>

Note: if you want to require embargo terms for every item, put a phrase in the <required> element. Example:<required>You must enter
an embargo date</required>
c. Configure Embargo. Edit [dspace]/config/dspace.cfg. Find the Embargo properties and set these two:



# DC netadata field to hold the user-supplied enbargo terns
enbargo.field.terns = dc.description. enbargo

# DC netadata field to hold conputed "lift date" of enbargo
enbargo.field.lift = dc.description. enbargo

d. Restart DSpace application. This will pick up these changes. Now just enter future dates (if applicable) in web submission and the items
will be placed under embargo. You can enter years ('2020'), years and months ('2020-12"), or also days ('2020-12-15").

e. Periodically run the lifter. Run the task:_[dspace]/bin/dspace embargo-lifter_You will want to run this task in a cron-scheduled or other
repeating way. ltem embargoes will be lifted as their dates pass.

2. Period Sets. If you wish to use a fixed set of time periods (e.g. 90 days, 6 months and 1 year) as embargo terms, follow these steps, which
involve using a custom 'setter'.

a. Select two metadata fields. Let's use 'dc.embargo.terms' and 'dc.embargo.lift'. These fields do not exist in the default DSpace metadata
registry. Login as an administrator, go the metadata registry page, select the 'dc' schema, then add the metadata fields.

b. Expose the 'term' metadata field. The lift field will be assigned by the embargo system, so it should not be exposed directly. Edit [dspace]
/config/input-forms.xml . If you have only one form (usually 'traditional’) add it there. If you have multiple forms, add it only to the form(s)
linked to collection(s) for which embargo applies. First, add the new field to the ‘form definition":

<form nane="traditional ">
<page nunber="1">

<field>
<dc- schema>dc</ dc- schema>
<dc- el enent >enbar go</ dc- el enent >
<dc-qualifier>terns</dc-qualifier>
<r epeat abl e>f al se</repeat abl e>
<l abel >Enbar go Ter ns</| abel >
<i nput -type val ue- pai r s- nanme="enbar go_t er ns" >dr opdown</ i nput - t ype>
<hint>lf required, select enbargo terns.</hint>
<r equi r ed></r equi r ed>
</field>

Note: If you want to require embargo terms for every item, put a phrase in the <required> element, e.g._<required>You must select
embargo terms</required>_Observe that we have referenced a new value-pair list: "embargo_terms'. We must now define that as well
(only once even if references by multiple forms):

<f or m val ue- pai r s>

<val ue- pai rs val ue- pairs-nanme="enbargo_terms" dc-ternm="enbargo.ternms">
<pair>
<di spl ayed- val ue>90 days</ di spl ayed- val ue>
<st or ed- val ue>90 days</ st or ed-val ue>
</ pair>
<pair>
<di spl ayed- val ue>6 nont hs</ di spl ayed- val ue>
<stored-val ue>6 nonths</stored-val ue>
</ pair>
<pair>
<di spl ayed- val ue>1 year </ di spl ayed- val ue>
<st ored-val ue>1 year </ stored-val ue>
</ pair>
</ val ue- pai r s>

Note: if desired, you could localize the language of the displayed value.
c. Configure Embargo. Edit /dspace/config/dspace.cfg. Find the Embargo properties and set the following properties:

# DC netadata field to hold the user-supplied enbargo terns
enbargo.field.terns = dc. enbargo.terns

# DC metadata field to hold conputed "lift date" of enbargo
enbargo.field.lift = dc.enbargo.lift

# i npl ementation of embargo setter plugin - replace with local inplenmentation if applicable
pl ugi n. si ngl e. or g. dspace. enbar go. Enbar goSetter = org. dspace. enbar go. DayTabl eEnbar goSett er

Now add a new property called ‘embargo.terms.days' as follows:



# DC netadata field to hold conputed "lift date" of embargo
enbargo.terns. days = 90 days: 90, 6 nonths: 180, 1 year: 365

1. a. This step is the same as Step A.4 above, except that instead of entering a date, the submitter will select a value form a drop-down list.

1. a. Periodically run the lifter. Run the task:
[ dspace] / bi n/ dspace enbargo-lifter .
You will want to run this task in a cron-scheduled or other repeating way. Item embargoes will be lifted as their dates pass.

Checksum Checker Settings

DSpace now comes with a Checksum Checker script ([ dspace] / bi n/ dspace checker ) which can be scheduled to verify the checksum of every item
within DSpace. Since DSpace calculates and records the checksum of every file submitted to it, this script is able to determine whether or not a file has
been changed (either manually or by some sort of corruption or virus). The idea being that the earlier you can identify a file has changed, the more likely
you'd be able to recover it (assuming it was not a wanted change).

Property: | pl ugi n. si ngl e. org. dspace. checker. Bi t st r eanDi spat cher

Example ' pl ugi n. singl e. org. dspace. checker. Bi t st reanDi spat cher = org. dspace. checker. Si npl eDi spat cher
Value:

Informati = The Default dispatcher is case non is specified.
onal
Note:

Property: | checker.retention. default

Example checker.retention.default = 10y
Value:

Informati = This option specifies the default time frame after which all checksum checks are removed from the database (defaults to 10 years). This means that after 10
onal years, all successful or unsuccessful matches are removed from the database.
Note:

Property: = checker . retenti on. CHECKSUM MATCH

Example ' checker.retention. CHECKSUM MATCH = 8w
Value:

Informati = This option specifies the time frame after which a successful match will be removed from your DSpace database (defaults to 8 weeks). This means that after 8
onal weeks, all successful matches are automatically deleted from your database (in order to keep that database table from growing too large).
Note:

Iltem Export and Download Settings

It is possible for an authorized user to request a complete export and download of a DSpace item in a compressed zip file. This zip file may contain the
following:

dublin_core.xml

license.txt

contents (listing of the contents)

handle file itself and the extract file if available

The configuration settings control several aspects of this feature:

Property: org. dspace. app. i tenmexport.work. dir

Example org. dspace. app. i temexport.work. dir = ${dspace.dir}/exports
Value:

Information = The directory where the exports will be done and compressed.
al Note:

Property: org. dspace. app. i t enexport. downl oad. di r

Example or g. dspace. app. i t emexport. downl oad. dir = ${dspace. dir}/exports/downl oad
Value:

Information | The directory where the compressed files will reside and be read by the downloader.
al Note

Property: org. dspace. app. i tenexport.life.span. hours

Example org. dspace. app. i temexport.|life.span. hours = 48
Value:

Information = The length of time in hours each archive should live for. When new archives are created this entry is used to delete old ones.
al Note

Property: org. dspace. app. i t enexport. max. si ze



Example org. dspace. app. i t enexport. max. si ze = 200
Value:

Information = The maximum size in Megabytes (Mb) that the export should be. This is enforced before the compression. Each bitstream's size in each item being
al Note exported is added up, if their cumulative sizes are more than this entry the export is not kicked off.

Subscription Emails

DSpace, through some advanced installation and setup, is able to send out an email to collections that a user has subscribed. The user who is subscribed
to a collection is emailed each time an item id added or modified. The following property key controls whether or not a user should be notified of a
modification.

Property: eperson. subscri ption. onl ynew

Example Value: eperson. subscri ption.onlynew = true

Informational For backwards compatibility, the subscription emails by default include any modified items. The property key is COMMENTED OUT by
Note: default.

Batch Metadata Editing

The following configurations allow the administrator extract from the DSpace database a set of records for editing by a metadata export. It provides an
easier way of editing large collections.

Propert | bul kedi t . val uesepar at or
y:

Exampl | bul kedi t. val ueseparator = ||
e
Value:

Informa | The delimiter used to separate values within a single field. For example, this will place the double pipe between multiple authors appearing in one record
tional (Smith, William || Johannsen, Susan). This applies to any metadata field that appears more than once in a record. The user can change this to another
note character.

Propert | bul kedi t. fi el dsepar at or
y:

Exampl  bul kedit.fiel dseparator =,
e
Value:

Informa | The delimiter used to separate fields (defaults to a comma for CSV). Again, the user could change it something like '$'. If you wish to use a tab, semicolon, or
tional hash (#) sign as the delimiter, set the value to be t ab, semi col on or hash.
note

bul kedit.fiel dseparator = tab

Propert | bul kedit.gui-itemlimt
y:
Exampl  bul kedit.gui-itemlimt = 20

e
Value:

Informa | When using the WEBUI, this sets the limit of the number of items allowed to be edited in one processing. There is no limit when using the CLI.
tional
note

Propert | bul kedi t. i gnore-on-export

y:

Exampl . . P

e bul kedi t.ignore-on-export = dc.date.accessioned, \
Value: dc. date. avai | abl e, \

dc. dat e. updat ed, dc. description. provenance

Informa = Metadata elements to exclude when exporting via the user interfaces, or when using the command line version and not using the -a (all) option.
tional
note

Hiding Metadata
It is now possible to hide metadata from public consumption that is only available to the Administrator.

Prope ' met adat a. hi de. dc. descri pti on. provenance
rty:



Exam | netadat a. hi de. dc. descri pti on. provenance = true

ple
Value

Inform | Hides the metadata in the property key above except to the administrator. Fields named here are hidden in the following places UNLESS the logged-in user is an
ationa | Administrator:
|
Note: 1. XMLUI metadata XML view, and Item splash pages (long and short views).
2. JSPUI Item splash pages
3. OAI-PMH server, "oai_dc" format. (Note: Other formats are *not* affected.)To designate a field as hidden, add a property here in the form: et adat a.
hi de. SCHEMA. ELEMENT. QUALI FI ER = true. This default configuration hides the dc. descri pti on. provenance field, since that usually contains
email addresses which ought to be kept private and is mainly of interest to administrators.

Settings for the Submission Process

These settings control two aspects of the submission process: thesis submission permission and whether or not a bitstream file is required when
submitting to a collection.

Property: webui . submi t. bl ockt heses
Example webui . subni t. bl ockt heses = fal se
Value:

Informational = Controls whether or not that the submission should be marked as a thesis.

Note:

Property: webui . subni t. upl oad. requi red
Example webui . subni t. upl oad. required = true
Value:

Informational = Whether or not a file is required to be uploaded during the "Upload” step in the submission process. The default is true. If set to "false”, then the submitter
Note: (human being) has the option to skip the uploading of a file.

Configuring Creative Commons License

This enables the Creative Commons license step in the submission process of the JSP User Interface (JSPUI). Submitters are given an opportunity to
select a Creative Common license to accompany the item. Creative Commons license govern the use of the content. For further details, refer to the
Creative Commons website at http://creativecommons.org .

Property: webui . subni t. enabl e-cc
Example webui . submi t. enabl e-cc = fal se
Value:

Informational Set key to "false" if you are not using CC License. Set key to "true" if you are using CC License.
Note:

Property: webui . submi t. cc-jurisdiction
Example webui . submit.cc-jurisdiction = nz
Value:

Informational Should a jurisdiction be used? If so, which one? See http://creativecommons.org/international/ for a list of possible codes (e.g. nz = New Zealand, uk =
Note: England and Wales, jp = Japan)

WEB User Interface Configurations

General Web User Interface Configurations
In this section of Configuration, we address the agnostic WEB User Interface that is used for JSP Ul and XML Ul. Some of the configurations will give
information towards customization or refer you to the appropriate documentation.

Prop | webui.licence_bundle.show
erty:

Exa  webui.licence_bundle.show = false
mple

Valu

e:

Infor = Sets whether to display the contents of the license bundle (often just the deposit license in the standard DSpace installation).
mati
onal
Note

Prop  webui . browse. t hubnai | . show
erty:


http://creativecommons.org
http://creativecommons.org/international/

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

Infor
mati
onal
Note

Prop
erty:

Exa
mple
Valu

webui . browse. t hubnai | . show = true

Controls whether to display thumbnails on browse and search result pages. If you have customized the Browse columnlist, then you must also include a
"thumbnail" column in your configuration. _(This configuration property key is not used by XMLUI. To show thumbnails using XMLUI, you need to create a theme
which displays them)._

webui . browse. t hunbnai | . maxhei ght

webui . browse. t hunbnai | . maxhei ght = 80

This property determines the maximum height of the browse/search thumbnails in pixels (px). This only needs to be set if the thumbnails are required