Configuring DSpace and Shibboleth

As of DSpace 3.x, this page is outdated. Look at the official docunentation instead: Authentication Plugins#ShibbolethAuthentication

Ensure that you are running Apache Tomcat (the web application server) behind Apache HTTPD (the web server). This is required as the Shibboleth
authentication is performed in Apache HTTPD, while DSpace runs within Apache Tomcat. There are two ways how to do that - using mod_proxy_ajp or
mod_jk - both are described on https://wiki.duraspace.org/display/DSPACE/DspaceOnStandardPorts

Follow the standard instructions for installing a Shibboleth Service Provider (SP) in Apache HTTPD. Instructions are available from https://wiki.shibboleth.
net/confluence/display/SHIB2/Installation

Configure the service provider to protect the following URL:

1. If running DSpace in the ROOT context: http://dspace.example.com/shibboleth-login
2. If running DSpace in a different context: http://dspace.example.com/xmiui/shibboleth-login (adjust xmlui as appropriate)

If you're running DSpace in the ROOT context and you're using ProxyPass directives as described in Running DSpace on Standard Ports, you will most
likely have to add

Pr oxyPass / Shi bbol et h. sso !

to prevent DSpace from taking over these URLs.

Edit config/modules/authentication.cfg to set the authentication method (in older DSpace versions, this is in dspace.cfg):

pl ugi n. sequence. or g. dspace. aut henti cat e. Aut henti cati onMet hod = org. dspace. aut henti cat e. Shi bAut henti cati on

In config/modules/authentication-shibboleth.cfg, edit the rest of the Shibboleth settings. You will need to ask your Shibboleth administrator for some of
these:

#### Shi bbol eth Authentication Configuration Settings ####
Check https://mans. nel coe. ng. edu. au/ zope/ mans/ pubs/ I nstal | ati on/ dspacel5/ vi ew
for installation detail.

DSpace requires email as user's credential. There are 2 ways of providing
emai| to DSpace:
1) by explicitly specifying to the user which attribute (header)
carries the emai|l address.
2) by turning on the user-enuil-using-tontat=true which neans
the software will try to acquire the user's email from Tontat
The first option takes PRECEDENCE when specified. Both options can
be enabled to allow fall back.
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# this option below specifies that the email conmes fromthe nmentioned header.
# The value is CASE-Sensitive.
aut henti cation. shib. email -header = MAIL

# optional. Specify the header that carries user's first nane
# this is going to be used for creation of new user
aut hentication. shib. firstnanme-header = SHI B- EP- G VENNAVE

# optional. Specify the header that carries user's last nane
# this is used for creation of new user
aut henti cati on. shi b. | ast name- header = SHI B- EP- SURNAME

# this option below forces the software to acquire the email from Tontat.
aut henti cation. shib. email -use-tontat-renote-user = true

# should we allow new users to be registered autontically
# if the 1dP provides sufficient info (and user not exists in DSpace)
aut henti cation. shib. autoregi ster = true
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these two header here specify which attribute that is responsible

for providing user's roles to DSpace and unscope the attributes if needed.
Wien not specified, it is defaulted to ' Shib-EP-UnscopedAffiliation', and
ignore-scope is defaulted to 'false'.

The value is specified in AAP.xm (Shib 1.3.x) or

attribute-filter.xml (Shib 2.x). The value is CASE-Sensitive.

The val ues provided in this header are separated by sem -colon or coma.
If your sp only provides scoped role header, you need to set

aut henti cati on. shi b. rol e- header . i gnore-Scope as true.

for example if you only get Shib-EP-ScopedAffiliation instead of Shib-EP-ScopedAffiliation,
you have to nmke your setting as:

aut henti cati on. shi b. rol e-header = Shi b- EP- ScopedAffiliation

aut henti cati on. shi b. rol e-header. i gnore-scope = true
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# aut henti cation. shib.rol e-header = Shi b- EP- UnscopedAffiliation
aut henti cation. shib.rol e-header.ignore-scope = fal se

when user is fully authN on I dP but would not like to rel ease
hi s/ her roles to DSpace (for privacy reason?), what should be
the default roles be given to such users?

The val ues are separated by senmi-colon or comma

aut hentication.shib.default-roles = Staff, Wl k-ins
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The foll ow ng nmappi ngs specify role mappi ng between |1 dP and Dspace.
the left side of the entry is IdP's role (prefixed with

"aut hentication.shib.role.") which will be mapped to

the right entry from DSpace. DSpace's group as indicated on the

right entry has to EXIST in DSpace, otherw se user will be identified
as 'anonynpus'. Multiple values on the right entry should be separated
by comma. The val ues are CASE-Sensitive. Heuristic one-to-one mapping
wi |l be done when the IdP groups entry are not |isted below (i.e.

if "X" group in IdP is not specified here, then it will be mapped

to "X" group in DSpace if it exists, otherwise it will be mapped

to sinply 'anonynous')

G ven sufficient demand, future rel ease could support regex for the napping
speci al characters need to be escaped by \

aut henti cation. shib.rol e. Senior\ Researcher = Researcher, Staff

aut henti cation. shib.role.Librarian = Adm nistrator
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Restart tomcat, and test by logging in.
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