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Purpose

Permits external applications to add or remove specific triples from the VIVO data model. These changes use the standard data channels in VIVO, so the
search index will be updated as appropriate, and the reasoner will add or remove inferences as needed.

By default, the SPARQL Update API is disabled in VIVO, for security reasons. See Enabling the API.

Use Cases

Harvester

Previous implementations of the Harvester and similar tools have written directly to the VIVO triple-store, bypassing the usual data channels in VIVO. After
ingesting, it was necessary to rebuild the search index, and to run the reasoner to add or remove inferences. Since the search index and the reasoner
were not aware of the exact changes, the entire data model was re-indexed and re-inferenced.

When the Harvester and other tools have been modified to use the SPARQL Update API, VIVO will ensure that the search index and inferences are kept
in synchronization with the data.

Other ingest tools

This API permits ingest tools such as Karma to programmatically insert data into VIVO without requiring knowledge of VIVOs internal data structures.
VIVO "face" applications

Linked Open Data requests have permitted people to write Drupal applications (for example) that display data from VIVO. This API will permit such
applications to accept user edits, and apply them back to VIVO.

Specification

URL

[vivo]/api/sparql Updat e



Examples:

http://vivo. cornell.edu/ api/sparql Updat e

http://1 ocal host: 8080/ vi vo/ api / spar ql Updat e

HTTP Method

The API supports only HTTP POST calls. GET, HEAD, and other methods are not supported, and will return a response code of 405 Met hod Not
Al | owned.

Parameters
name value notes
enai | the email address of a VIVO

administrator account

passwo | the password of the VIVO
rd administrator account

updat e = A SPARQL Update request Optional. If used, request content type must be setto appl i cati on/ x- ww«+ f or m ur | encoded an
d the update data must be URL-encoded.

The syntax for a SPARQL Update request is described on the World Wide Web Consortium site at http://www.w3.0rg/TR/2013/REC-sparql11-update-
20130321/

Limitation

The API requires that you specify a GRAPH in your SPARQL update request. Insertions or deletions to the default graph are not supported.

Sending data via the POST body vs the 'update’ parameter
The API supports sending data via an 'update' parameter. Prior to v1.13.0, this was the only method of sending SPARQL update data. Since 1.13.0, VIVO

also supports sending data via the POST message body. To use this method, you must set the request content type to appl i cati on/ spar gl - updat e.
This method parses the data as an input stream and may offer a performance improvement for large amounts of data.

Response Codes

Code Reason
200 &K SPARQL Update was successful.
400 Bad Request HTTP request content type was set to appl i cati on/ x- ww f or m ur | encoded and did not include an updat e
parameter.

The SPARQL Update request did not specify a GRAPH.

The SPARQL Update request was syntactically incorrect.
403 For bi dden HTTP request did not include an emai | parameter.

HTTP request did not include a passwor d parameter.

The combination of enai | and passwor d is not valid.

The selected VIVO account is not authorized to use the SPARQL Update API.
405 Met hod Not Al | owed Incorrect HTTP method; only POST is accepted.

500 Internal Server VIVO could not execute the request; internal code threw an exception.
Error

Examples


http://www.w3.org/TR/2013/REC-sparql11-update-20130321/
http://www.w3.org/TR/2013/REC-sparql11-update-20130321/

These examples use the UNIX cur | command to insert and delete data using the API.

Insert example

This example inserts a single RDF statement into the data model.

Insert via the POST body

curl -i --request POST 'http://|ocal host: 8080/ vivo/ api/ spar gl Updat e?emai | =vi vo_r oot @rydonai n.
edu&passwor d=Password' \
--header ' Content-Type: application/sparqgl-update' \
--data-raw ' | NSERT DATA { GRAPH <http://vitro. mannlib. cornell.edu/default/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Fundanent al s of Conpiler Design"

Py

Insert using the 'update' parameter

curl -i -d 'email=testAdm n@vydonai n. edu’ -d 'password=Password' -d '@nsert.sparql’' 'http://]ocal host: 8080/ vivo
/ api / spar gl Updat e'

insert.sparql

updat e=I NSERT DATA {
GRAPH <http://vitro.mannlib. cornell.edu/default/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Fundanent al s of Conpiler Design"

Modify example

This example removes the previous statement, and inserts a replacement.

Modify via the POST body

curl -i --request POST 'http://|ocal host: 8080/ vivo/ api/ spar gl Updat e?emai | =vi vo_r oot @rydonai n.
edu&passwor d=Password' \
--header ' Content-Type: application/sparql-update' \
--data-raw ' DELETE DATA { GRAPH <http://vitro. mannlib. cornell.edu/default/vitro-kb-2> {
<http://test.donui n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Fundanent al s of Conpil er Design"
b}

I NSERT DATA {
GRAPH <http://vitro.mannlib. cornell.edu/default/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Design Patterns"

Modify via the update parameter

curl -i -d 'email=testAdm n@vydonai n. edu’ -d 'password=Password' -d '@mdify.sparql’' 'http://]ocal host: 8080/ vivo
/ api / spar gl Updat e'



modify.sparql

updat e=DELETE DATA {
GRAPH <http://vitro.mannlib. cornell.edu/default/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elenments/1.1/title>
"Fundanent al s of Conpil er Design"

}
}
| NSERT DATA {
GRAPH <http://vitro. mannlib. cornell.edu/defaul t/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Design Patterns"
}
}

Delete example

This example removes the modified statement.

Delete via the POST body

curl -i --request POST 'http://|ocal host: 8080/ vivo/ api/ sparql Updat e?emai | =vi vo_r oot @rydonai n.

edu&passwor d=Password' \
--header ' Content-Type: application/sparql-update' \

--data-raw ' DELETE DATA { GRAPH <http://vitro.mannlib. cornell.edu/defaul t/vitro-kb-2> {

<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Design Patterns"

Py

Delete via the update parameter

curl -i -d 'email=testAdm n@vydonain.edu' -d 'password=Password'
/vivol api / spar gl Updat e’

delete.sparql

updat e=DELETE DATA {
GRAPH <http://vitro. mannlib. cornell.edu/defaul t/vitro-kb-2> {
<http://test.domai n/ ns#book1>
<http://purl.org/dc/elements/1.1/title>
"Design Patterns"

Clear example

If you want to remove a named graph entirely, you can use the SPARQL CLEAR method.

Clear via the POST body

-d ' @lelete.sparqgl’

"http://1ocal host: 8080

curl -i --request POST 'http://Iocal host: 8080/ vivo/ api/sparql Updat e?emai | =vi vo_r oot @rydonai n.

edu&passwor d=Password' \
--header ' Content-Type: application/sparql-update' \
--data-raw ' CLEAR GRAPH | Rl Ref'

Clear via the update parameter


https://www.w3.org/TR/sparql11-update/#clear

CLEAR example

curl -i -d 'email=USER -d 'password=PASSWORD -d 'update=CLEAR GRAPH IRI Ref' 'http://|ocal host: 8080/ vi vo/ api
/ spar gl Updat e'

Replace IRIRef with the URI of the named graph you want to delete, e.g. <http://localhost/data/people>

Large Files

For large files one can also use the SPARQL LOAD command.

For this, you have to first create the RDF file with the triples that you want to add, and make the file accessible at a URL. In the example below, the RDF
file containing the triples is called dat a. r df , and is available in the root directory of the web server at nyser ver . addr ess. xxx.

Like the previous commands, this one references a data file, in this case called i nport . spar gl . That file contains the LOAD command which references
the actual data.

curl -d 'email =USER -d 'password=PASSWORD -d '@nport.sparql' 'http://local host: 8080/ vivo/ api/sparql Update'

import.sparql

updat e=LOAD <http://myserver. address. xxx/ data.rdf > into graph <http://vitro.mannlib. cornell.edu/ default/vitro-
kb- 2>

Increase the default Tomcat nraxPost Si ze

By default, Tomcat sets the default maximum of a POST request to 2 megabytes. If you want to increase this to be able to POST larger sets of triples to
VIVO, you can use the maxPost Si ze attribute in ser ver . xni . The example below would increase the maximum to 10 MB. See the Tomcat

documentation for more details.

server.xml

<Connect or port="8080" protocol ="HTTP/ 1. 1"
connecti onTi meout ="20000"
URI Encodi ng=" UTF- 8"
redirect Port="8443"
maxPost Si ze="10485760"/ >

Advanced Use

Since v1.13.0, VIVO supports the use of the advanced parameters usi ng- gr aph- uri and usi ng- named- gr aph- uri . You could use these parameters
to query a graph, while simultaneously creating new triples based on the query results. For example:

curl --location --request POST 'http://1ocal host: 8080/ vivo/ api/ spar gl Updat e?emai | =vi vo_r oot @rydonzi n.
edu&passwor d=Passwor d&usi ng- gr aph-uri =http://vitro. mannlib. cornel | . edu/defaul t/vitro-kb-2" \
--header ' Content-Type: application/sparql-update' \
--data-raw ' | NSERT {
GRAPH <htt p: // exanpl e. conl newt est - graph> {
?s <http://exanple.com test> "using-graph-uri worked!"
}

}
WHERE
{ ?s a <http://purl.org/ontol ogy/bibo/Journal > }'

would query the kb-2 graph for subjects of type bibo:Journal, then insert a new triple into the http://example.com/new-test-graph graph based on the
resulting subject URIs. Some discussion on using these parameters can be found on this Stack Overflow page.


http://www.w3.org/TR/sparql11-update/#load
https://tomcat.apache.org/tomcat-7.0-doc/config/http.html
https://tomcat.apache.org/tomcat-7.0-doc/config/http.html
https://stackoverflow.com/questions/46329168/insert-from-two-named-graphs/46370944#46370944

Enabling the API

Before enabling the SPARQL update handler, you should secure the URL api / spar gl Updat e with HTTPS. Otherwise, email/password combinations will
be gent across the network without encryption. Methods for securing the URL will depend on your site's configuration.

By default, the SPARQL Update handler is enabled for only the root user in VIVO. To enable it for other user groups, you can either:
* uncomment the line references "UseSparqUpdateAPI" in [vitro]/rdf/auth/everytime/permission_config.n3 or

® create an RDF fileinthe [ vi tro]/rdf/aut h/ everyti me directory that will authorize your site administrators to use the API. Below is an
example of such a file, using N3 syntax.

authorizeSparglUpdate.n3

@refix auth: <http://vitro.mannlib.cornell.edu/ns/vitro/authorization#> .
©refix sinplePermssion: <java:edu.cornell.mnnlib.vitro.webapp. auth. perm ssions. Si npl ePer ni ssi on#> .

# Authorize the ADMN role to use the SPARQL Update API
aut h: ADM N aut h: hasPer i ssi on si npl ePer mi ssi on: UseSpar ql Updat eApi
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