How do | turn off API-M?

Question

I would like to prevent changes to my repository for some period of time. Is there a way to go "read-only" and disable API-M?

Answer

Yes; if you have XACML policy enforcement enabled, you can disable all API-M requests to your repository via policy. While disabled, all API-M requests
will result in an "Authorization Denied" message for the requesting user or application. As with all XACML policy changes, it is not necessary to restart your
repository to put the new rules into effect.

Instructions:

1. Ensure you have XACML policy enforcement enabled. This is the default option with Fedora 3.x, so it is likely already enabled for you. You can
verify by opening your $FEDORA_HOME/server/config/fedora.fcfg, and checking the value of the ENFORCE_MODE parameter. The value
should be be "enforce-policies". If it is not, you will need to change it, then restart Fedora.

2. Create a new file at SFEDORA_HOME/data/fedora-xacml-policies/repository-policies/default/read-only.xml with the following content:

<?xm version="1.0" encodi ng="UTF-8"?>
<Pol i cy xm ns="urn:oasis: nanes:tc:xacn :1.0: policy"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
Pol i cyl d="di sabl e-writes"
Rul eConbi ni ngAl gl d="ur n: oasi s: nanmes: tc: xacm : 1. 0: rul e- conbi ni ng-al gorithm first-applicable">
<Descri ption>di sabl e writes</Description>
<Tar get >
<Subj ect s>
<AnySubj ect/ >
</ Subj ect s>
<Resour ces>
<AnyResour ce/ >
</ Resour ces>
<Actions>
<Acti on>
<Acti onMat ch
Mat chl d="ur n: oasi s: names: tc: xacni : 1. 0: functi on: stri ng- equal ">
<AttributeVval ue
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schema#st ri ng" >ur n: f edor a: nanes: f edor a: 2. 1: acti on: api - nx
/ AttributeVal ue>
<Acti onAttri but eDesi gnat or
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schena#st ri ng"
Attributeld="urn:fedora: nanes: fedora: 2. 1: acti on: api "/ >
</ Acti onMat ch>
</ Acti on>
</ Acti ons>
</ Tar get >
<Rul e Rul el d="1" Effect="Deny"/>
</ Policy>

3. Run $FEDORA_HOME/server/bin/fedora-reload-policies.sh http username password (in Windows, the path to the script is %FEDORA_HOME%
\server\bin\fedora-reload-policies.bat)
4. When you want to re-enable API-M access, simply delete the file and run fedora-reload-policies again.
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