Installing Fedora

Fedora, along with Drupal, is one of the core technologies behind Islandora. This chapter will cover the basic steps for installing Fedora - for more
information, please see the FedoraCommons documentation.

Fedora is available under the terms of the Apache License and has a very active open source community producing additional tools, applications and

utilities. Islandora currently uses Fedora version 3.4.2.

Pre-installation software checklist
Fedora requires the following to be set-up and running prior to beginning your installation:
® Java SE Development Kit (JDK) 6
® A database: Installed for Drupal. Consult the Fedora installation guide for notes on running other databases.

® An application server: Fedora includes the Tomcat Application Server. Consult the Fedora installation guide for notes on running other application
servers.

Installation Steps
1. Download the Fedora Repository software.
2. Read through the online guide to ensure the pre-installation system pre-requisites are met.

3. Preparing your local environment variables by modifying the .bash_profile or .profile file in the home directory of the fedora user.
The following example assumes Java is installed in /opt/java and Fedora is installed in /usr/local/fedora:

PATH=/ opt / j ava/ bi n: $PATH: $HOVE/ bi n

export FEDORA_HOME=/ usr/| ocal / f edora

export CATALI NA_HOMVE=/usr /| ocal / f edora/t ontat

export JAVA _OPTS="-Xns1024m - Xnx1024m - XX: MaxPer nSi ze=128m - Dj avax. net . ssl . trust Store=/usr/| ocal / f edora/ server
/truststore

- D avax. net . ssl . trust St or ePasswor d=t oncat "

export JAVA HOME=/ opt/j ava

4. Before beginning your Fedora installation, create a database for Fedora to use (In the install.properties file example that follows the database is called
fedora3. This is referenced as part of the value string for database.jdbcURL).

5. To start the installer, navigate to the directory where the install file was downloaded and run the following a command:

java -jar fcrepo-installer-3.4.2.jar

6. Select the CUSTOM INSTALL.

Note: It is important to select the Custom Install as it will enable the resource index by default, which is the backbone of Islandora’s collection views and
other functionality.

7. The Fedora installer script will ask you a series of questions (Source: Installation and Configuration Guide - Fedora 3.4 Documentation):

Servlet Container

The installer will automatically configure and deploy to Tomcat 5.0.x, 5.5.x, and 6.0.x servlet containers. However, if an existing Tomcat installation (as
opposed to the Tomcat bundled with the installer) was selected, the installer will not overwrite your existing server.xml, but rather, place a modified copy at
FEDORA_HOME/install so that you may review it before before installing it yourself.

Other servlet containers will require manual deployment of the war files located at FEDORA_HOME/install.

Application Server Context

The installer provides the option to enter an application server context name under which Fedora will be deployed. The context name defaults to Fedora
(resulting in http[s]://host:port/fedora), however any other valid context name can be supplied. The installer will name the resulting war file according to the
supplied context name (defaults to fedora.war). Please ensure that the servlet container configuration reflects the name of the Fedora context name in
case it needs to be configured explicitly. For further details see Alternative Webapp Context Configuration.

SSL

Configuring SSL support for Fedora's API-M interface is an optional feature. It strongly recommended for production environments if Fedora is exposed to
unsecured applications and users. However, if your installation is within a managed data center with firewall services, you may choose to provide SSL
using a software or hardware front-end instead. For example, a reverse proxy implemented using the Apache HTTP Server and hiding Fedora generally

provides better SSL performance.

If the Tomcat servlet container is selected, the installer will configure server.xml for you. However, as noted above, if an existing Tomcat installation was
selected, the installer will not overwrite your existing server.xml.
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Please consult your servlet container's documentation for certificate generation and installation. (In particular, the example certificate provided by the
installer for Tomcat should not be used in a production environment).

If Fedora is configured to use SSL, the JAVA_OPTS environment variable must include the javax.net.ssl.trustStore and javax.net.ssl.trustStorePassword
properties. The value of javax.net.ssl.trustStore should be the location of the truststore file and the value of javax.net.ssl.trustStorePassword is the
password for the keystore. The following values may be used with the sample keystore included with the installer:

- Dj avax. net . ssl . trust St or e=$FEDORA_HOME/ server/truststore -Dj avax. net.ssl.trust StorePassword=t ontat

FeSL

The Fedora Security Layer is an experimental feature introduced from Fedora 3.3. FeSL Authentication is now the default authentication mechanism,
however Fesl Authorization is still considered experimental. Enabling FeSL Authorization will disable the legacy policy enforcement. See FeSL Installation
for more information about FeSL requirements that must be satisfied prior to installation.

Resource Index

If the Resource Index is enabled, Fedora will use Mulgara as its underlying triplestore, with full-text indexing disabled.
Messaging

If Messaging is enabled, Fedora will create and send a message via JMS whenever an API-M method is called.

Once the script has collected your answers and configured Fedora on your system, the values are written to the install.properties file located in
$FEDORA_HOME/install.

An output of a sample install.properties file is included here to guide you through the installation. To use this file, copy the full contents of the textbox
below into a text editor, change the database name, database user, database password and database port number to match your database configuration,
and save the edited file as install.properties to the same directory where the fcrepo jar is stored. Fedora can now be installed by entering sudo java -jar
fcrepo-installer-3.4.2 jar install.properties

An example of an install.properties file:

#lnstall Options

#Wed Mar02 15:58:59 AST2011
keystore.file=included

ri.enabl ed=true

messagi ng. enabl ed=true

api a. aut h. requi red=f al se

dat abase. j dbcDri ver G ass=com nysql . j dbc. Dri ver
tontat. ssl . port=8443

ssl . avai |l abl e=true

dat abase. j dbcURL=j dbc: nmysql : / /| ocal host : 8889/ f edor a_dat abase_nanme?useUni code\ =t r ue&anp; char act er Encodi ng\ =UTF-
8&anp; aut oReconnect\ =true

messagi ng. uri =vm (broker: (tcp://local host: 61616))
dat abase. passwor d=f edor a_db_passwor d

dat abase. nysql . dri ver =i ncl uded

dat abase. user nane=f edor a_db_user
fesl.authz. enabl ed=f al se

t ontat . shut down. por t =8005

depl oy. | ocal . servi ces=true

xacnl . enabl ed=t rue

dat abase. nysql . j dbcDri ver d ass=com nysql . j dbc. Dri ver
tontat. http. port=8080

f edor a. server Host =I ocal host

dat abase=nysq

dat abase. dri ver =i ncl uded

f edor a. server Cont ext =f edor a

Il store.type=akubra-fs

tontat. hone=/usr/| ocal / f edora/ t ontat
fesl.aut hn. enabl ed=f al se

dat abase. nmysql . j dbcURL=j dbc: nysql : / /1 ocal host : 8889/ f edor a_dat abase_nane?useUni code\ =t r ue&anp
char act er Encodi ng\ =UTF- 8&anp; aut oReconnect\ =t rue
f edora. hone=/usr/ | ocal / fedora
install.type=custom

servl et. engi ne=i ncl uded

api m ssl . requi red=fal se

f edor a. adm n. pass=f edor aAdmi n

api a. ssl . requi red=fal se

8. Once the installation script has completed and Fedora is installed, you should start your Fedora instance by running:
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$FEDORA_HOME/ t ontat / bi n/ startup. sh

9. To verify that Fedora has successfully started:

a. $SFEDORA_HOME/tomcat/logs/catalina.out should contain no errors.
b. View your Fedora instance through a web browser: http://localhost:8080/fedora/

10. Stop your Fedora instance by running:$3FEDORA_HOME/tomcat/bin/shutdown.sh
11. Navigate to $SFEDORA_HOME/data/fedora-xacml-policies/repository-policies/default and create a file with the following xml -

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Pol i cy xm ns="urn:oasis: nanes:tc:xacn :1.0: policy"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Pol i cyl d="pernit-api mto-authenticated"
Rul eConbi ni ngAl gl d="ur n: oasi s: nanes: tc: xacm : 1. 0: rul e- conbi ni ng-al gori thm first-applicable">
<Description>note that other policies may provide exceptions to this broad policy. This policy assumes api-m
users have to be authenticated</Description>
<Tar get >
<Subj ect s>
<AnySubj ect/ >
</ Subj ect s>
<Resour ces>
<AnyResour ce/ >
</ Resour ces>
<Acti ons>
<Acti on>
<ActionMat ch Matchl d="urn: oasi s: nanes: tc: xacm : 1. 0: function: string-equal ">
<AttributeVal ue DataType="http://ww. w3. or g/ 2001/ XM_Schena#st ri ng" >urn: f edor a: nanes: f edora: 2. 1: acti on:
api - nx/ Attri but eval ue>
<ActionAttributeDesignator DataType="http://wwm. w3. org/ 2001/ XM_Schena#string"
Attributel d="urn:fedora: nanes: fedora: 2. 1: acti on: api "/ >
</ Acti onMat ch>
</ Acti on>
</ Acti ons>
</ Tar get >
<Rule Ruleld="1" Effect="Permt"/>
</ Policy>

Save as permit-apim-to-authenticated.xml.

11. Restart Fedora by using the startup command from step 8:

$FEDORA_HOVE/ t ontat / bi n/ startup. sh

12. Access the Fedora Web Administrator: http://localhost:8080/fedora/admin and ensure you can ingest and purge objects.
13. For information on using Fedora, make use of the tutorials at the Fedora Commons site.

There are two global policies that block/override purge rights. This behaviour is correct as it assumes that items will be set to a status of "deleted" rather
than being purged directly. By default it assumes that if an object or Datastream is set to active or inactive, then only the "administrator" role can purge.

To resolve this, you can simply remove these policies in SFEDORA_HOME/data/fedora-xacml-policies/repository-policies/default/:

® deny-purge-datastream-if-active-or-inactive.xml
® deny-purge-object-if-active-or-inactive.xml
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