Event-Driven Audit Events

Run the Vagrant VM

Follow the instructions at https://github.com/fcrepo4-labs/fcrepo4-vagrant for setting up the Fedora 4 Vagrant Virtual Machine. These are essentially:
® |nstall Vagrant and VirtualBox

® Clone the fcrepo4-vagrant Git repository

git clone https://github.confcrepo4-|abs/fcrepo4-vagrant.git
cd fcrepo4-vagrant

® Optional: Editthe i nstal | _fil es/ confi g file and change the FEDORA_AUTHVvalue to t r ue.

® Start the Vagrant VM:

vagrant up

Verify that audit events are created in the triplestore

* Verify that there are no triples in the Fuseki triplestore: All Triples In Fuseki
* Perform some auditable operations using the Fedora 4 HTML Ul at http://localhost:8080/fcrepo/rest or using the REST API on the command-line:

curl -u fedoraAdnm n:secret3 -X POST -H "Slug: objectl" http://127.0.0.1:8080/fcrepol/ rest

curl -u fedoraAdmin:secret3 -X POST -H "Slug: filel" --data-binary "test content" http://127.0.0.1: 8080/ fcrepo
/rest/objectl

curl -u fedoraAdm n:secret3 -X PATCH -H "Content-type: application/sparqgl-update" --data-binary "insert data {
<> <http://purl.org/dc/elenments/1.1/title> \"new title\" . }" http://127.0.0.1:8080/fcrepo/rest/objectl

curl -u fedoraAdm n:secret3 -X DELETE http://127.0.0.1:8080/fcrepo/rest/objectl/filel

curl -u fedoraAdm n:secret3 -X DELETE http://127.0.0. 1: 8080/ fcrepo/rest/objectl

® Return to Fuseki and view the triples for the audit events: All Triples In Fuseki
Query audit events
Once there are audit event triples in Fuseki, you can perform queries using the Fuseki SPARQL query form:
By resource:
sel ect ?e where { ?e <http://ww.l oc.gov/prem s/rdf/vli#hasEvent Rel at edObj ect> <http://127.0.0. 1: 8080/ f crepo/ rest
/ obj ect 1> }
By date range:
sel ect ?e where { ?e <http://ww.l oc.gov/prem s/rdf/vl#hasEvent DateTi ne> ?date . FILTER (?date > "2015-04-01T10:
00: 00Z" " <ht t p: // www. W3. or g/ 2001/ XM_Schema#dat eTi me>) }
By event type:
sel ect ?e where { ?e <http://ww.loc.gov/prem s/rdf/vli#hasEvent Type> <http://id.|oc.gov/vocabul ary/preservation

[ event Type/ cre> }

By agent:


https://github.com/fcrepo4-labs/fcrepo4-vagrant
https://www.vagrantup.com/
https://www.virtualbox.org/
http://localhost:3030/test/query?query=select+%3Fs+%3Fp+%3Fo+where+%7B+%3Fs+%3Fp+%3Fo+%7D&output=xml&stylesheet=%2Fxml-to-html.xsl
http://localhost:8080/fcrepo/rest
http://localhost:3030/test/query?query=select+%3Fs+%3Fp+%3Fo+where+%7B+%3Fs+%3Fp+%3Fo+%7D&output=xml&stylesheet=%2Fxml-to-html.xsl
http://localhost:3030/control-panel.tpl

sel ect ?e where { ?e <http://wmv | oc. gov/prenm s/ rdf/vi#hasEvent Rel at edAgent> "curl/7.37.1""<http://ww.w3. org
/ 2001/ XM_Schema#string> }
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