How-To: install a Joseki SPARQL endpoint for VIVO

This page contains out-of-date information. If you are interested running a SPARQL endpoint with VIVO version 1.5 or 1.6, refer to the Setting up a VIVO
SHARQL Endpoint page.

Introduction

This wiki page entitled How to install a Joseki SPARQL endpoint for VIVO was adapted from the text based HOWTO on the VIVO Sourceforge downloads
section. It is meant to serve as a starting point for setting up your SPARQL endpoint for VIVO using the Joseki software that is part of the Jena project. The
example details installing a Joseki SPARQL endpoint using the VIVO Virtual BOX virtual appliance. The most important part of the example comes from
showing how to setup the Joskei config file called Joseki-config.ttl to hook up to your VIVO triple store. Also, this example instruction set assumes you are
installing on Debian Linux or a Debian variant like Ubuntu. If you have VIVO running on another system you will have to follow the Joseki install
instructions for your system and then use the sample Joseki-config.ttl provided. WARNING!- If you don't want anonymous updates via your spark-ly new
SPARQL endpoint then please make sure you follow instructions for adding a filter in step 8 below. Comments on improving this page are very welcome.
Good luck and good SPARQL-ing.

Update

Note that the Apache Jena project is close to a 1.0 release of Fuseki — new 1.0 and 1.01 snapshots

Fuseki configuration for VIVO shared by NickV, 9/9/13:

# Licensed under the terns of http://ww.apache.org/licenses/LI CENSE-2.0

@refix : <H> |

@refix fuseki: <http://jena.apache.org/fuseki#> .

@refix rdf: <http://ww. wW3. or g/ 1999/ 02/ 22- r df - synt ax- ns#> .
@refix rdfs: <http://ww. w3. or g/ 2000/ 01/ r df - schema#> .
@refix tdb: <http://jena.hpl.hp.conl 2008/t db#> .

@refix ja: <http://jena. hpl.hp.conl 2005/ 11/ Assenbl er #> .

@refix junble: <http://rootdev. net/vocab/junbl e#> .
@refix sdb: <http://jena.hpl.hp.conl 2007/ sdb#> .

[1 rdf:type fuseki: Server ;
# Ti meout - server-w de default: mlliseconds.

# Format 1: "1000" -- 1 second timeout

# Format 2: "10000, 60000" -- 10s tineout to first result, then 60s tinmeout to for rest of query.
# See java doc for ARQ queryTi meout

ja:context [ ja:cxtName "arq:queryTineout" ; ja:cxtValue "10000, 60000" ] ;

fuseki : services (
<#tservi ce_VI VO _read_onl y>

)

# SDB
[1 ja:loadd ass "net.rootdev. fuseki sdbconnect. SDBConnect "
j unbl e: SDBConnect rdfs: subC assOf j a: RDFDat aset

<#tservice_VIVO read_only> rdf:type fuseki: Service ;

rdf s: | abel "TUe VIVO Service (R" ;
f useki : nanme "VIVO'
fuseki: servi ceQuery "query" ;
fuseki: servi ceQuery "sparql " ;
#f useki : servi ceUpdat e "update" ;
#f useki : servi ceUpl oad "upl oad" ;
#f useki : servi ceReadWi teG aphStore "data" ;

# A separate read-only graph store endpoint:
#f useki : servi ceReadG aphSt ore "get" ;


#
#
https://repository.apache.org/content/repositories/snapshots/org/apache/jena/jena-fuseki/

fuseki : dat aset <#uf vi vo_dat aset _read> ;
#f useki : dat aset <#VI VCOSt or e> ;
<#uf vi vo_dat aset _read> rdf:type sdb: Dat aset Store ;

sdb: store <#VI VOSt or e>

<#VI VOSt or e> rdf: type junbl e: SDBConnect ;

rdfs: | abel "TUE VI VO SDB Store";
sdb: | ayout "l ayout 2";
junbl e: def aul t Uni onGraph "true" ;

sdb: engi ne "1 nnoDB";

sdb: connecti on
[ rdf:type sdb: SDBConnecti on;
sdb: sdbHost "I ocal host";
sdb: sdbType "M/SQ";
sdb: sdbNanme "vivo";
sdb: sdbUser "private";

sdb: sdbPassword "private";
sdb: driver "com nysql.jdbc.Driver";

VIVO Help

mailing list: vivo-dev-all

list archive: List Archive
main wiki: Wiki Home

Live IRC chat room: #VIVO

How to install a Joskei SPARQL endpoint for VIVO
Step 1: Install the latest VIVO Virtual Appliance ( if using VM for testing)

Download and set up a VIVO virtual appliance from:
http://sourceforge. net/projects/vivo/files/VIVO®R0Virtual ¥%20Appl i ances/

Note: all the shell commands are assuming you are on the console of the virtual appliance, but they should work on any Debian system. Virtual Machine
Install Documentation is available at:

http://vivoweb. org/ support/user-guide/installation

After installation and configuration, start the virtual appliance and login to the
command line interface. The username is vitro. The password is vitro123.

Step 2 Install Joseki (debian)

Change directories
vitro@vivo:/usr/local$ cd /usr/local
Download Joseki from:

vitro@vivo:/usr/local$ sudo wget http://sourceforge.net/projects/joseki/files/Joseki-SPARQL/Joseki-3.4.2/joseki-3.4.2.zip/download


mailto:vivo-dev-all@lists.sourceforge.net?subject=Joseki
http://sourceforge.net/mailarchive/forum.php?forum_name=vivo-dev-all
#
http://webchat.freenode.net/?channels=VIVO&uio=Mj10cnVlJjQ9dHJ1ZSY5PXRydWUmMTE9MjM2JjEyPXRydWUe5.
http://vivoweb.org/support/user-guide/installation
http://sourceforge.net/projects/joseki/files/Joseki-SPARQL/Joseki-3.4.2/joseki-3.4.2.zip/download

Install unzip, needed to unpack the Joseki ZIP file
vitro@vivo:/usr/local$ sudo apt-get install unzip
Unzip Joseki in usr/ocal
vitro@vivo:/usr/local$ sudo unzip joseki-3.4.2.zip
Make the script in bin executable
vitro@vivo:/usr/local/Joseki-3.4.2% cd Joseki-3.4.2

vitro@vivo:/usr/local/Joseki-3.4.2$ sudo chmod u+x bin/*

Step 3. Configure Joseki
See below for #Configuration for VIVO version 1.3.

Backup the config file

vitro@vivo:/usr/local/Joseki-3.4.2% sudo cp joseki-config.ttl joseki-config.default
Make the new Joseki config file

vitro@vivo:/usr/local/Joseki-3.4.2$ sudo touch joseki-config-vivo.ttl
Edit the config file

vitro@vivo:/usr/local/Joseki-3.4.2% sudo nano joseki-config-vivo.ttl

First, we declare some prefixes, then some basic information about this
file. Because the configuration file is RDF, order of the sections

does not matter to the server but it does help a human reading the

file. Copy and paste the following config file into the joseki-config.ttl:

COPY THE FOLLOWING TEXT INTO YOUR CONFIG

# Title: VIVO Joseki exanple config

# Author(s): cpb@fl.edu, drspeedo@fl.edu

# MbdDat e: 20100805

# ShortDescR This is an exanple joseki config to access vivo
# data using the joseki service.

# Warranty: Use at your own risk.

# This file is witten in N3/ Turtle

@refix rdfs: <http://ww. w3. or g/ 2000/ 01/ r df - schema#> .

@refix rdf: <http://ww. w3. or g/ 1999/ 02/ 22- r df - synt ax- ns#> .
@refix xsd: <http://ww. w3. or g/ 2001/ XM_Schena#> .

@refix nodul e: <http://joseki.org/ 2003/ 06/ modul e#> .

@refix joseki: <http://joseki.org/ 2005/ 06/ configuration#> .
@refix ql: <http://jena.hpl.hp.con 2003/ 07/ query/ > .

@refix ja: <http://jena. hpl.hp.conl 2005/ 11/ Assenbl er #> .

A e T

## This file is witten in N3/ Turtle

## It is an RDF graph - order of RDF triples does not matter

## to the machine but it does help people who need to edit this file.
o e

## Note: adding rdfs:label to blank nodes will cause Joseki

## to print that in | og messages.

i R e

## About this configuration

<> rdfs:|abel "Joseki Configuration File"



i R e R ]
## About this server
[1 rdf:type joseki:Server ;
j oseki : server Debug "true" ;

# Exanpl e of sone initialization code.

joseki:initialization

[ nodul e: i npl enent ati on

[ nodul e: cl assNanme <j ava:org.joseki.util.ServicelnitSinple> ;

rdfs: | abel "Exanple initializer" ; ]

1

## Services

## Services are the points that request are sent to.

## serviceRef that will be used to match requests to services,
## not sonme resource URI for the description.

## Note that the service reference and the routing of incom ng
## requests by URl as defined by web.xnml have to align.

# Service 1

# General purpose SPARQL processor, no dataset, expects the
# request to specify the dataset (either by paranmeters in the
# protocol request or in the query itself).

[1

rdf :type j oseki: Service ;

rdf s: | abel "service point";

j oseki : servi ceRef "sparql " ;

j oseki : processor j oseki : Processor SPARQL;

j oseki : dat aset <#ds1> ;
I e
# Service 2 - SPARQL processor only handling a given dataset

[]

rdf: type j oseki: Service ;

rdf s: | abel "SPARQ. on the VIVO nodel "

j oseki : servi ceRef "VI VCOSer vi ce" ;

# web. xm just route this name to Joseki

# dataset part

j oseki : dat aset <#ds1> ;

# Service part.

# This processor will not allow either the protocol,
# nor the query, to specify the datset.

j oseki : processor j oseki : Processor SPARQL_Fi xedDS ;

R e T T
## Dat asets
<#dsl> rdf: type ja: RDFDat aset ;
ja: defaul t Graph <#nmodel DB1> ;
rdfs: | abel "Dataset 1"
j a: namedG aph
[ ja:graphName <http://vitro.mannlib.cornell.edu/defaul t/vitro-kb-2> ;
ja:graph <#nmodel DB1> ]| ;

= m e e e e
# This is very very bad. Configure MySQL security correctly
T
LT R T L L E L E TP
<#nmodel DB1> rdf:type ja: RDBMVbdel ;

j a:connection

[
ja:dbType "MySQ" ;
j a: dbURL <j dbc: nysql ://1ocal host/vitro> ;
ja: dbUser "root" ;
j a: dbPasswor d "vitrol23" ;
ja:dbd ass "com nysql .jdbc. Driver" ;
1
ja:reificationMde ja:mniml ;

## Mnimal nmeans fastpath is possible.



ja:nodel Name "http://vitro.mannlib. cornell.edu/ defaul t/vitro-kb-2"

o R R R
## Processors

j oseki : Processor SPARQL

rdfs: | abel "General SPARQL processor”
rdf:type j oseki: Processor ;

nodul e: i npl ement ati on joseki: | npl SPARQL ;

# Parameters - this processor processes FROM FROM NAVED

j oseki : al | owExpl i citDat aset "true" xsd: bool ean ;

j oseki : al | owweébLoadi ng "true"~xsd: bool ean ;

## And has no locking policy (it loads data each tine).

## The default is mutex (one request at a tine)

j oseki : 1 ocki ngPol i cy j oseki : 1 ocki ngPol i cyNone ;

j oseki : Processor SPARQL_Fi xedDS
rdfs: | abel "SPARQL processor for fixed datasets" ;
rdf :type j oseki: Processor ;
nmodul e: i npl enent ati on joseki: | mpl SPARQL ;

# This processor does not accept queries with FROM FROM NAMED

j oseki:al | owExpl i cit Dat aset "fal se"~"xsd: bool ean ;

j oseki : al | owWébLoadi ng "fal se"""xsd: bool ean ;

j oseki : | ocki ngPol i cy j oseki : | ocki ngPol i cyMRSW ;
# WARNING !'!'! 1 f you don't want people to update see wiki
# WARNING !'I'l See how to add filter to block update proc.

j oseki : Processor SPARQLUpdat e

rdfs: | abel "SPARQL Update processor"”

rdf:type joseki:Processor ;

nodul e: i npl enment ati on j oseki : | npl SPARQLUpdat e ;

j oseki : l ocki ngPol i cy j oseki : | ocki ngPol i cyMRSW ;

oseki : | npl SPARQL

rdf:type joseki: Servicelnpl ;
nodul e: cl assNane

<j ava: org.j oseki . processors. SPARQL>

oseki : | npl SPARQLUpdat e

rdf:type joseki: Servicelnpl ;

nodul e: cl assNane

<j ava:org.j oseki.processors. SPARQLUpdat e>

# Local Vari abl es:

# tab-width: 4

# indent-tabs-node: nil
# End:

Configuration for VIVO version 1.3

Backup the config file

vitro@vivo:/usr/local/Joseki-3.4.2% sudo cp joseki-config.ttl joseki-config.default
Make the new Joseki config file

vitro@vivo:/usr/local/Joseki-3.4.2$ sudo touch joseki-config-vivo.ttl

Edit the config file



vitro@vivo:/usr/local/Joseki-3.4.2$ sudo nano joseki-config-vivo.ttl
Copy and paste the following to the newly created Joseki VIVO config file

@refix rdfs: <http://ww. w3. or g/ 2000/ 01/ r df - schema#> .
@refix rdf: <http://ww. w3. or g/ 1999/ 02/ 22-r df - synt ax- ns#> .
@refix xsd: <http://ww. w3. or g/ 2001/ XM_Schena#> .

@refix nodul e: <http://joseki.org/ 2003/ 06/ modul e#> .

@refix joseki: <http://]joseki.org/ 2005/ 06/ configuration#> .
@refix ja: <http://jena. hpl.hp.con 2005/ 11/ Assenbl er #> .
@refix sdb: <http://jena. hpl.hp. com 2007/ sdb#> .

<> rdfs:label "Joseki Configuration File - SDB exanple"
# Stripped down to support one service that exposes an
# SDB store as a SPARQL endpoint for query and one for
# one of the graphs in an SDB store.

[T rdf:type joseki: Server

A R R R R PP P
## Services

# Service publishes the whole of the SDB store - this is the usual way to use SDB.
<#servicel>

rdf: type j oseki : Service ;

rdfs: | abel " SPARQL- SDB" ;

j oseki : servi ceRef "sparql" ; # web. xm nust route this name to Joseki
j oseki : dat aset <#tsdb-part> ;

j oseki : processor j oseki : Processor SPARQL_Fi xedDS ;

#t o support connections using Sesame's HTTPRepository
<#tservi ce2>

rdf: type j oseki : Service ;

rdfs: | abel " SPARQL- SDB" ;

j oseki : servi ceRef "sparql/repositories/" ; # web. xm nust route this name to Joseki
j oseki : dat aset <#sdb-part> ;

j oseki : processor j oseki : Processor SPARQL_Fi xedDS ;

# Service that publishes part of an SDB store.
## <#service2>

#it rdf :type j oseki: Service ;

##t rdf s: | abel " SPARQL-SDB (alt)" ;

##t j oseki : servi ceRef "sparql /graph" ; # web. xm nust route this name to Joseki
##t j oseki : dat aset <#sdb-part> ;

##t j oseki : processor j oseki : Processor SPARQL_Fi xedDS ;

##

## SPARQL/ Updat e.
## Creation of named graph fromweb requests is not supported.

<#tservi ceUpdat e>

rdf :type j oseki : Service ;

rdf s: | abel " SPARQL/ Updat e" ;

j oseki : servi ceRef "updat e/ servi ce" ;

# dataset part

j oseki : dat aset <#sdb>; # Sane as servicel

j oseki : processor j oseki : Processor SPARQLUpdat e
o L e e
## Dat asets

## See al so SDB docunentation -- http://jena. hpl.hp.con w ki /SDB
## Special declarations to cause SDB to be used.

## Initialize SDB.



## Tell the systemthat sdb:DatasetStore is an inplenmentation of ja:RDFDataset
## Tell the systemthat sdb: Mbdel is an inplenmentation of ja:RDFDataset

[1 ja:loadd ass "com hp. hpl.jena. sdb. SDB"
sdb: Dat aset Store rdfs:subd assOf | a: RDFDat aset
sdb: Model rdfs:subd assOf  ja: Mobdel

<#sdb> rdf:type sdb: DatasetStore ;
## Nunmber of concurrent connections allowed to this dataset.
j oseki : pool Si ze 64 ;
sdb: store <#store> .

<#tistore> rdf:type sdb: Store ;
rdf s: | abel "SDB" ;
sdb: | ayout "l ayout 2" ;
sdb: connecti on
[ rdf:type sdb: SDBConnection ;

##t sdb: sdbType "postgresqgl"” ;
##t sdb: sdbHost "l ocal host"
##t sdb: sdbNane "SDB" ;

# Using Apache Der by

sdb: sdbHost "dat abasehost . ny. edu" ;
sdb: sdbType "MySQL"

sdb: sdbNanme "dat abasenane" ;

sdb: sdbUser "dat abaseuser" ;

sdb: sdbPasswor d "dat abasepassword" ;

sdb: driver "com nysql.jdbc.Driver" ;

# Pick one graph out of the SDB store.
# Do not assenble the whole of the store this way - it is less efficient for that.
<#tsdb-part> rdf:type ja: RDFDat aset ;

# If ja:nanedGaph is used here, there is no correspondence

# with the name in the SDB store.

j a: def aul t G aph <#sdb-one-graph> ;

<#sdb- one- graph> a sdb: Model ;
sdb: dat aset <#sdb> ;
# Uncomment to pick out a naned graph fromthe store.
# 1f no "sdb: nanedG aph" appearsmthe store's default graph is used.
# is used as default graph of the dataset publically visible.
#sdb: graphNane <http://exanpl e/ aNamedG aph> ;
# O even the nerge of all named graphs
sdb: gr aphNane <urn: x- ar g: Uni onG aph> ;

B < - -t il
## Processors

j oseki : Processor SPARQL_Fi xedDS
rdfs: | abel "SPARQL processor for fixed datasets" ;
rdf:type joseki: Processor ;
nmodul e: i npl enent ati on
[ rdf:type joseki: Servicelnpl ;
nodul e: cl assNanme <j ava: org.j oseki . processors. SPARQL>

15

# This processor does not accept queries with FROM FROM NAMED

j oseki : al | owexpl i cit Dat aset "fal se"""xsd: bool ean ;

j oseki : al | owWébLoadi ng "fal se"""xsd: bool ean ;

# The database is safe for MRSW (nul tiple-reader, single-witer).
# j oseki : 1 ocki ngPolicy j oseki : | ocki ngPol i cyMRSW ;

# recomended | ocki ng policy when not using SDB connection pooling
# j oseki : 1 ockingPolicy joseki:lockingPolicyMitex ;
j oseki : | ocki ngPolicy joseki: | ockingPolicyNone ;

#j oseki : Processor SPARQLUpdat e



rdf s: | abel "SPARQL Update processor" ;
rdf:type joseki:Processor ;
nmodul e: i npl enent ati on
[ rdf:type joseki: Servicelnpl ;
nodul e: cl assNanme <j ava: org.j oseki . processors. SPARQLUpdat e>

HOH R HH R

1
# joseki: | ockingPolicy j oseki : | ocki ngPol i cyMRSW ;
# recomended | ocki ng policy when not using SDB connection pooling
# j oseki: 1 ockingPolicy joseki:|ockingPolicyMitex ;
# j oseki : | ocki ngPol i cy joseki: | ockingPolicyNone ;
#

# Local Vari abl es:

# tab-width: 4

# indent-tabs-node: nil
# End:

Modify the configuration for connection to the database:

sdb: sdbHost "dat abasehost . ny. edu" ;
sdb: sdbType "MySQL"

sdb: sdbNane " dat abasenane"

sdb: sdbUser "dat abaseuser" ;

sdb: sdbPasswor d " dat abasepassword" ;

sdb: driver "comnysql.jdbc.Driver" ;

Save and exit using:
ctrl-x

Replace the default config with the new VIVO config
vitro@vivo:/usr/local/Joseki-3.4.2$ sudo cp joseki-config-vivo.ttl joseki-config.ttl

Change directory into lib
vitro@vivo:/usr/local/Joseki-3.4.2% cd lib

4. Install the MySQL Connector

Download the mysql connector
waget http://dev.mysql.com/get/Downloads/Connector-J/mysgl-connector-java-5.0.8.zip/from/http://mysql.mirrors.hoobly.com/
Unzip the connector

mv index.html mysql-connector-java-5.0.8.zip
unzip mysgl-connector-java-5.0.8.zip

Move the jar file up into the lib directory

cp mysql-connector-java-5.0.8/mysql-connector-java-5.0.8-bin.jar /usr/local/joseki/lib/Download the mysql connector

5. Configure Networking on Local Machine

Shut down the virtual appliance
vitro@vivo:/usr/local/Joseki-3.4.2/lib$ sudo shutdown -h now

You may need to open ports for 2020 in your own environment. In our example VM system you need to run the following comands to allow access from
your computer to the virtual machine guest. This is simliar to the commands for opening port 8080 in the VIVO VM setup instructions. THERE ARE NO
LINEBREAKS IN THESE COMMANDS.

Mylocalmachine$ VBoxManage setextradata "<NAME OF YOUR VM HERE IF YOU CHANGED IT>" "VBoxInternal/Devices/pcnet/0/LUN#0/Config/sparq|
/GuestPort" 2020

Mylocalmachine$VBoxManage setextradata "<NAME OF YOUR VM HERE IF YOU CHANGED IT>" "VBoxInternal/Devices/pcnet/0/LUN#0/Config/sparq|
/HostPort" 2020

Mylocalmachine$VBoxManage setextradata "<NAME OF YOUR VM HERE IF YOU CHANGED IT>" "VBoxInternal/Devices/pcnet/0/LUN#0/Config/sparq|
/Protocol" TCP

6. Start Joseki


http://dev.mysql.com/get/Downloads/Connector-J/mysql-connector-java-5.0.8.zip/from/http://mysql.mirrors.hoobly.com/

Restart the virtual appliance and login at the command prompt
Change directory to the Joseki root
vitro@vivo:/$ cd /usr/local/Joseki-3.4.2

Start the Joseki server to make sure its working ( set JOSEKIROOT NOW )
vitro@vivo:/usr/local/Joseki-3.4.2% sudo JOSEKIROOT=/usr/local/Joseki-3.4.2 ./bin/rdfserver

Go to your local web browser and enter the following URL:
http://localhost:2020

Sample SPARQL

If everything is working correctly, you will see the SPARQL generic home page for Joseki. You can now execute a
sample query by entering the following into the form:

PREFI X rdf: <http://ww:.w3. org/ 1999/ 02/ 22- r df - synt ax- ns#>
PREFI X rdfs: <http://ww. w3. org/ 2000/ 01/ r df - schema#>
PREFI X core: <http://vivoweb. org/ontol ogy/ core#>
PREFI X oW : <http://ww. w3. or g/ 2002/ 07/ owl #>
PREFI X foaf: <http://xm ns.conm foaf/0.1/>
SELECT ?facul tynane ?col | egeNane
WHERE
{
?a rdf:type core: Faculty .
?a rdfs:label ?facultyname .
?a ?pred ?c .
?c rdf:type core: Col |l ege .
?c rdfs:label ?coll egeNane
}
ORDER BY ASC( ?f acul t ynane)
LIMT 10

7. Startup script

Sample Startup script file called "joskei" in (for debian): /etc/init.d/
Needs to be run as root if you are going to start manually. init written
by nskaggs@ufl.edu.


http://localhost:2020

#!'/ bi n/ bash
#/etc/init.d/joseki

PI DFI LE=/ var/run/j oseki . pid
LOGFI LE=/ var /1 og/j oseki .| og

NAME=j oseki

# Carry out specific functions when asked to by the system
case "$1" in

start)
if [ ! -f $PIDFILE ]; then
echo "Starting $NAME"
export JOSEKI ROOT=/usr/| ocal / j oseki
cd /usr/local/joseki
/usr/|ocal /joseki/bin/rdfserver & $LOGFILE & echo $! > $PI DFI LE
el se
echo "$NAME al ready running"
fi
st op)

echo "Stopping $NAME"
start-stop-daenmon --stop --pidfile $PIDFILE
rm $PI DFI LE
restart)
echo "Restarting $NMVE"
$0 stop & sleep 5

$0 start
Y i
echo "Usage: /etc/init.d/joseki {start|stop|restart}”
exit 1
esac
exit O

8. Add Endpoint Update Security filter
( disables anonymous access to the Joseki Update Service)

Thanks to: http://www.mediawiki.org/wiki/User:Alfredas/JosekiSecurity

In order to restrict access to the Joseki update service and make it accessible only from localhost:

® add this to the top of web.xml under joseki/WEB-INF

<l-- Access Filter -->
<filter>
<filter-name>AccessFilter</filter-name>
<filter-class>nl.tudelft.tbmservletaccessfilter. ServletAccessFilter</filter-class>
</[filter>

<filter-mappi ng>
<filter-name>AccessFilter</filter-name>
<url - pattern>/update/servicel/*</url-pattern>
</filter-mappi ng>


http://www.mediawiki.org/wiki/User:Alfredas/JosekiSecurity

® download jar and put it in the servlet engine's classpath
® restart server

package nl.tudel ft.tbm servletaccessfilter;
import java.io.|CException;

inport javax.servlet.Filter;

i mport javax.servlet.FilterChain;

import javax.servlet.FilterConfig;

i nport javax.servlet. ServletException;

i mport javax. servlet. Servl et Request ;

inport javax.servlet. Servl et Response;

import javax.servlet.http. HtpServl et Response;

public class ServletAccessFilter inplenents Filter {

@verride
public void destroy() {

}

@verride
public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain) throws |OException,
Ser vl et Exception {
if (request.getRenoteAddr().equal s("0:0:0:0:0:0:0:1") || request.getRenoteAddr().equal s("127.0.0.1")) {
chai n. doFi |l ter(request, response);
} else {
Ht t pServl et Response httpr = (H tpServl et Response) response;
httpr.sendError(Htt pServl et Response. SC_FORBI DDEN) ;

}
}
@verride
public void init(FilterConfig config) throws ServletException {
}
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